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1.1 LEARNING OBJECTIVE

After studying this unit, a student should be able to understand:

e Definition of generalize operating system (OS)
¢ Need of operating system

e Objectives of operating system

e Functions and views of operating system

e Multi-Tasking operating system

o Network operating system

e Distributed operating system

e Real Time operating system

e Embedded operating system

e Differences of operating systems

1.2 INTRODUCTION

In the last two decade the power of computing has changed. Now a day,
computers are becoming more powerful. The storage capacity and computing speed
are extremely fast. Today’s computer applications are becoming user friendly with
fast processing capability. In this information age, everyone is concerned with the
computer and its performance. Now a day computer with good speed is a basic
necessity of people. People do majority of their work with the help of computer.
They use computer for the online shopping, booking a railway/air ticket, account
management, storing files and many more. Have you ever thought how all these
works are done? How does the computer manage all the work given by the user
without any errors? How does the computer manage all the attached devices or

hardware with the help of user?

In the beginning of computer era, the tasks to be performed by user where
directly given to hardware. This made the user of computers difficult as user had to
know the architecture of computer system. Later on various software were designed
to assist the users. The software minimized the interaction of user with hardware,
thus allowing users to perform all functionalities easily. This software that operates

the computer system is known as Operating System (OS). An Operating System



which runs on computer is called Generalize Operating System. Now on wards in
this block we will use the terms “Operating System” or “OS” for the “Generalize

Operating System”.

An Operating System is the first program that is loaded into computer by a
boot program; it manages all the applications runs on the computer. An Operating
System acts as a layer between the user or application and the hardware. It works in
background, without letting us know who is managing all the hardware and

application on computer.
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Figure-1 Layers of Operating System

As shown in the Figure-1, An Operating System plays a role of inter mediator
between applications and hardware. Here, User gives input to the application/s,
based on that OS perform processing and get result with the help of hardware and

transmit it back to application for delivering the same to user.

An Operating System can also be defined in the following ways:

» “ltis an integrated set of specialized programs used to manage overall
resources and operations of the computer.”

» “A software that acts as an interface between the users and hardware
of the computer system”

» “A software that provides working environment to the user’s
applications”

» “A resource manager that manages the resources needed for all the
applications in the background”

» ‘It is specialized software that controls and monitors the execution of
all other applications that reside in the computer.”



1.2.1 NEED OF GENERALIZE OPERATING SYSTEM

To understand the need of operating system, we need to answer the

questions raised here. Often while working with computer system we might take

faced questions like:

>
>

While storing the data on file, who is allocating memory to the file?
Who is mapping logical path of file to the physical location of file on
hard disk?

Today’s computer can open and manage multiple windows at a time,
who is managing all windows?

Who protect user’s data to unauthorized access by another users?
While print command is given, who is transferring the data from file to
printer?

When any request is sent for the data from the network, who transfers
data within network?

Who provides the mechanism to transfer data between two
applications?

Who manages CPU and make sure that it is not sitting idle or busy
forever?

Who schedules the processes for the CPU execution?

Who manages the memory (RAM) and how it is allocated as and

when it is demanded by the processes?

Well, the answer of all the questions raised here is “Operating System”. An

Operating System has a responsibility to manage all the resources and applications

in the computer system and provides friendly environment to the users.

1.2.2 OBJECTIVE OF GENERALIZE OPERATING SYSTEM

In the journey of Operating System development, the central theme is to keep

in mind the convenience of the user.



The objectives of the Operating System are:

» Convenience
Main goal of the Operating System is to provide convenience to
its user. Operating System hides the complex mechanism of hardware
handling from the user and provides a user friendly GUI (Graphical

User Interface) to its users.

> Efficiency

Operating System makes the computer system convenient to its
user in an efficient manner. Operating System effectively manages all
the resources such as printer, hard disk, RAM, CPU. Operating
System makes arrangement that each running application can get
resources as and when it is demanded. OS uses scheduling
algorithm, so each application utilizes computer system resources at
its optimal level. OS keeps track of who is using which resource,
granting resource requests, and mediating conflicting requests from

different programs and users.

> Ability to Evolve
An operating system should be constructed in such a way as to
permit the effective development, testing, and introduction of new

system functions without interfering with existing service

1.2.3 FUNCTIONS OF GENERALIZE OPERATING SYSTEM

We have understood the need of Operating System. Now it is time to discuss
various functions of Operating System. The function can be divided into two parts

namely user view functions and system view functions.

1.2.3.1 User View Functions
The user view is a top — down view function. It allows execution the
of user’s task on the computer system without knowing the complex
hardware details of the computer system. It provides a simple interface

between application and the hardware.



The user view functions are as follow:

>

>

Error Detection

A variety of errors can occur while a computer system is
running. These include internal and external hardware errors, such
as a memory error, or a device failure or malfunction; and various
software errors, such as division by zero and inability of the OS to
grant the request of an application. Operating System traces the
errors and prompts the error messages to the user. It also provides

methods for debug and error-detection.

Coordination Between Applications and Users

The OS acts as coordinator between various kinds of
applications and its users. It coordinates assignment of compilers,
interpreters, assemblers, and other software to various users of the

computer systems.

Software Development and Execution

The OS provides a variety of services for the new software,

such as various kinds of editors and debuggers that help user to

develop software efficiently and speedily. All software work on specific

set of instructions, OS helps in fetching and execution of there

instructions.

>

Access to I/O devices

The input output (I1/0O) device has own set of instructions and
control signals for operation. The OS converts the I/0O device
specific set of instructions and signals to uniform interface so that

users can access such |/O devices in simple way.

File Access Mechanism

The OS provides a file access matrix. Each file has specific
rights of Read, Write for its users. The OS maintains the file access
rights by various mechanisms to provide access to its users. In the
case of a system with multiple users, the OS may provide

protection mechanisms to control access to the files.



» System access
The OS provides a protection method to its resources and data
from unauthorized users and solves conflicts for resource dispute.

The OS has control access as a whole and specific resource also.

1.2.3.2 System View Functions

The OS performs the most of functionalities in background
which is called system view function. Managing the hardware,
allocations of CPU, memory management are done in background
without the users knowledge. Therefore, from the computer system’s
point of view, the OS is specialized program that controls the allocation
and retentions of all the resources in the computer system. The system

view functions are as follow:

» Memory Management
Each running software on computer system demands memory
dynamically. The OS provides functionality for the memory
management. The OS keeps track of the primary memory like what
part of it is in use by whom, what part is not in use, etc. and

allocates the memory when software requests it.

> Processor Management
Each running software acts as a process at machine level. At a
time many processes stand in queue to execute set of instructions.
The OS provides scheduling mechanisms to allocate the processor
(CPU) to process and retain the processor when it is no longer

required.

» Device Management
The OS keeps track of all the devices attached with the
computer system. Through the virtual machine manager (Drives),
OS provide instructions to the device and receives output for the

device.



» File Management
The Files require physical memory (Secondary Memory) in the
computer system. The OS allocates and retains the physical
memory as file needs to be saved on hard disk. It also provides the
method to retrieve the data from the physical location when

needed.

» System Performance
The OS keeps eye on the performance of various attached
devices. It records the delay between the request for a service and

response from the system.

1.3 TYPES OF GENERALIZE OPERATING SYSTSEM

We have seen the basic function and architecture of generalize operating
system. Today, a variety of Operating Systems exist. For the day to day uses we
have Window, Linux, and Ubuntu Operating System. Network OS is used to handle
several computers on network. Embedded OS is used to manage mobile devices.
Real time Operating System (RTOS) like RTLinux is used to handle real time tasks
without time delays. Thus, depending on the requirement and project types, an

appropriate Operating System is used.
1.3.1 MULTI -TASKING OPERATING SYSTEM

Today’s most modern Operating Systems are multitasking. As name itself
suggests, multiple tasks (here task may be process / thread / programs) are stored
in main memory and executed at a time. If we can play MP3 music, write a text on
text editor, search data on internet simultaneously then the OS is called Multi-
Tasking OS (MOS). All the modern generalize operating systems are Multi-Tasking

OS, functions of MOS is the same as functions of generalize OS.

Multi —=Tasking OS is useful when the user wants to open and works on the
multiple applications simultaneously on computer system. Microsoft Window, Linux,

Ubuntu are the modern multi-tasking OS.
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Figure-2 Multi-Tasking OS

Multi-Tasking OS works on time sharing and context switching concept. Here
in a time sharing system, each process is assigned some specific quantum of time
for which a process is meant to be executed. For example there are three processes
P1, P2, P3 ready to execute. So each of them are assigned some time quantum for
which they will execute e.g time quantum of 10 nanoseconds (10 ns). As one
process begins execution (say P1), it executes for that quantum of time (10 ns).
After 10 ns the CPU starts the execution of the other process (say P2) for the
specified quantum of time, after 10 ns, the CPU starts the execution of the other
process (Say P3) for the next 10ns. At the end of the time quantum OS removes
one process (say P1) from the CPU and send second process (say P2) in the CPU
for execution, is called context switching. Here time quantum is too small and
context switching happens very fast, a user cannot feel the interrupts in the process
execution. This way, the user is given the illusion that multiple-tasking are being
executed simultaneously, But actually only one task is executing at a particular

instance of time.
1.3.1.1 Advantages of Multi-Tasking Operating System

» The Multi-Tasking OS works on fixed time quantum, is able to
provide quick response on request.

» The multi-tasking OS makes optimal CPU utilization at maximum,
resulting in less CPU idle time.

» As it allocates fixed time quantum to each process, hence each
process gets an equal opportunity of execution.

» All tasks run smoothly without a glitch in performance.



» User can run a single task or multiple tasks, with ease on computer
system.
» Computer resources like RAM, Processor, I/O devices and hard

drive are superlatively managed by OS.
1.3.1.2 Disadvantages of Multi — Tasking Operating System

» The Multi-Tasking OS shares the computer resources among the
multi tasks that raise reliability issues for the MOS.

» In the Multi-Tasking OS, multiple tasks exist in main memory at a
time, at times it may cause shortage of memory.

» |If the processor in the computer system is slow then it may take
long time to process programs.

» Sharing computer resources at a time raise a question of security

and data integrity of user tasks.
1.3.2 NETWORK OPERATING SYSTEM

Network Operating System (NOS) is a specialized operating system that has
special function to connect and manage autonomous computers in the local area
networks. The main purpose of NOS is to allow users to share resources across the
computer network. They can share data files or network devices such as printer,
DVD drive or other electronic devices. The most widely used network operating

systems are Microsoft Window Server, Microsoft NT, Novell Open Enterprise Server.

All modern NOS have following functions additional to generalize operating
system:
Managing the computer and peripheral devices attached in network.
Creating and managing the network user account.
Controlling access to network resources.
Providing efficient communication service in the network.
Monitoring and troubleshooting of the network.

Providing network routing features.

YV V V V V V VY

Providing interface to users for remote access of data files and devices

across network.

Ll



The NOS is deployed on network server to administrate network resources
such as storage device, network prints, computer nodes and communication

services. The Network Operating System has two types:
> Peer-to-peer NOS

The Peer-to-Peer (P2P) NOS allow user to share their
resources and files located on their computer and also can access
resources located on other network computer. In P2P NOS all users
have the same level of right to access the resources. The data in P2P
NOS is stored on different computers within network. The P2P NOS
basically used for small and medium local area network. Figure-3

shows the layout of peer to peer network OS.

- - F

pﬁ

(

T
l

~ &

Figure-3 P2PNetwork OS
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> Client / Server NOS

The Client / Server network operating system allows network to
store data at central location called server. The computer node in the
network called client, accesses this data through the network. Here
Sever acts as a heart of the entire network system. Server manages
users, network resources, access rights and security. To access the
data client, need to connect with server. Figure-4 shows the client

server network OS.
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Figure-4 Client Server Network OS

1.3.2.1 Advantages of Network Operating System

NOS has centralized server that is highly stable.
Security issues are handled easily at server.

Due to network connectivity, remote access is possible.

YV V VYV VY

New technology and hardware can easily be upgraded and

integrated to the network.

A\

Less requirement of hardware as it is sharable.

A\

Data can be stored at central location, it becomes easy to access it

from network.
1.3.2.2 Disadvantages of Network Operating System

NOS’s Servers are costly.
Network systems are highly dependent on Server.
Users are mostly dependent on server for their data.

Maintenance and updatation is required regularly

YV V V V V

It has less security compared to stand alone computer system.
1.3.3 DISTRIBUTED OPERATING SYSTEM

Distributed operating system is multi-processors system to serve multiple
applications and users in distributed manner. Here each node in network works as
complete computer system. Using this multiple node data processing is done in

distributed manner. It works on wide area network (WAN).

Resources sharing and fast processing is the main purpose of distributed OS.

It is not possible to take advantage of thousands of processors on single board, but

13



the multiple processor are realized as single powerful machine in a network system,

this machine is called distributed system. UNIX based IRIX operating system,
DYNIX, AIX based on IBM RS/6000 are some of the distributed operating system.

Figure-5 show the working layer of distributed operating system.

Distributed Application

[=—=]

Distributed Operating System Services

I—

Computer A

Computer B

Computer C

Network

Figure-5 Distributed OS

By the distributed OS, it makes possible to make partitioning a computation

into some sub computations which are distributed and run concurrently on

various node of network, resulting process execution becomes fast.

All modern distributed OS has following functions additional to generalize

operating system:

» It provides mechanism to run regular program in distributed fashion.

» It provides easier mechanism to user for accessing network resources.

» Processes may execute on any network node, Distributed OS needs to

manage processes by efficient way as compared to generalize OS’s

process management.

» Multiple processes run on different network node, synchronization and

inter process communication methods are provided by the distributed

OsS.

» Distributed OS provide one interface to all resources in the network,

the user feel as if work is done on single OS.
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1.3.3.1 Advantages of Distributed Operating System

>

Y

Distributed OS provides resource sharing in a way that user at one
location can be use resources located on the other location.
Distributed OS provides a distributed computing for speedy
execution of process.

If one of the computer system in a network fails still computing will
be done with the use of remaining node in network.

Using Distribute OS, fast, better and effective service can be
provided to user.

Less load on the host computers.

Data exchange can be fast in network.

Resource can be added and utilized easily in network.

1.3.3.2 Disadvantages of Distributed Operating System

Y V V VY
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Failure of network will stop entire communication.

Distributed OS is very expensive.

Security issues may rise due to resource sharing in network.
Message / Data Packet can be lost in network that effects on
distributed computing.

High bandwidth is required in network for large data transmission.
To provide and maintain common interface for network resource is

big challenge.

1.3.4 REAL TIME OPERATING SYSTEM

As we have discussed earlier in this unit that all the generalized Operating

Systems work on time sharing. Time sharing systems have some drawback, if there

is more load on the OS then response time is more and may increase if load

increases. In some computation processes this kind of delay cannot be allowed.

Such delay can cause system failure or disaster. For example any OS which needs

to control the temperature of nuclear reactor 24*7, 365 days, if the OS fails to control

the same for a minute, it may result in blast at nuclear plant. So in 1980 new kind of

Operating system was developed that works on small response time. The time taken



by the system to respond to an input and display of required updated information is

termed as the response time.

A Real-Time Operating System (RTOS) is a system in which the time
required to process and respond to input is so small that it controls the environment.
Here response time is too small as compared to other generalize operating system.
RTOS responses immediately to user / application’s request or within a fixed time
frame, is known as Real —Time Processing. RTOS are used when there are very
strict time requirements on the operation of a processor. Scientific applications,
weapon control systems, nuclear control systems, Air Traffic Control Systems,
image processing applications, voice / video calling applications and industrial

control systems use Real-Time OS. Real-Time systems are two types:
» Hard Real Time System

In Hard Real Time System, processes should be executed in
given time quantum. Processes cannot cross the time limit. Hard real
time system gives guarantee that critical tasks are completed on time.

All the weapons control systems are example of hard real time.
» Soft Real Time System

In Soft Real Time System, processes may not be executed in
given time quantum. It may cross the time limit without harming the
system. A critical real-time task gets priority over other tasks and
retains the priority until it is completed. A voice / video calling
applications, image processing applications are the example of soft

real time. Figure-6 shows view of RTOS.

n Real Time Application
[I RTOS Kernel
H Custom Hardware

Figure-6 Real Time OS
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All Real-Time OS has following functions additional to generalize operating

system:

>

RTOS works based on event driven switching, higher priority tasks are
allocated CPU services first as compared to lower priority tasks.
RTOS needs to work on fixed time sharing (quantum) manner.

To manage the processor and other resources in such a way that it
meets the requirement of real time applications.

To synchronize with the system events.

To respond quickly to any request that needs to manage RAM in
efficient manner.

To provide exclusive access to the computer resource.
Advantages of Real Time Operating System

RTOS is developed to handle critical applications, thus the
performance of applications is very high.

RTOS uses its resources at maximum, thus more output from the
resources.

RTOS has efficient fault toleration technique, so we can say it is error
free operating system.

Memory management is best compared to generalize operating
system.

RTOS can be best used for any applications which run 24 hours and 7

days because it does less task shifting and gives maximum output.

1.3.4.2 Disadvantages of Real Time Operating System

RTOS handles limited tasks. Very few tasks can run at the same time.
RTOS uses very heavy system resources thus it is expensive
operating system.

Algorithm runs on RTOS is complex and difficult. It is very difficult to
write that algorithm for a designer.

It needs specific device drivers and interrupts signals to respond

earliest to the interrupts.

17



» RTOS is low multi-tasking. RTOS runs few tasks so multi-tasking is

done few times.
1.3.5 EMBEDDED OPERATING SYSTEM

Embedded operating system is the system which is made for specific tasks.
An embedded system is a combination of computer hardware and software, it define
for specific functions within a system. Embedded system has an operating systems
but it is not generalized operating system. Embedded OS performs all the basic
functions of OS like initialization, task management, memory management, process
scheduling etc. but with little or no user interface. Embedded OS has limited tasks
related to specific environment. ATM Machines, High-end cars, Mobile devices,

digital television have embedded operating system.

Embedded operating system has three main components: Hardware,
Software and RTOS. Here RTOS supervises applications software and provides
mechanism to handle the process. It sets the rules during the execution of
applications. Here we should note that small scale embedded system may not have
RTOS. So we can define an embedded system as a Microcontroller based, software
driven, reliable and real-time control system. Figure-7 shows a view of Embedded
OS.

Embedded Operating System

Middleware

Kemel

Process Management IMMemory Management

IO IManagement

Dewvice Drivers

Figure-7 Embedded OS

Mobile OS is a part of Embedded Operating System. Now a day various kinds of
Mobile Operating Systems are available in market. An android, iOS and window
phone are the most popular Mobile Operating System, on the other hand black

berry, symbain, bada, palm, webOs and meeGo are also Mobile Operating Systems.



As the book scope is restricted to Mobile Operating System, here we will learn

Embedded Operating system in the concern with Mobile Operating System.

All Embedded OS has following functions in addition to generalize operating

system:

Y

An embedded OS works on small scale devices. Power management
is primary function of embedded work.

An embedded OS has technique to manage tasks with limited memory.
An embedded OS must work on a microcontroller or microprocessor.
An Embedded system is inbuilt with hardware and software where the
hardware is used for security and performance and Software is used

for more flexibility and features.

1.3.5.1 Advantages of Embedded Operating System

» Embedded OS is combination of hardware and software thus it is
easy to customize.

Generally Embedded OS is small in size so can be loaded fast.
Requires low cost to develop.

Can work on low power.

Can execute task with limited processing power.

YV V V VYV V

Works for the predefine task, thus performance is good.

1.3.5.2 Disadvantages of Embedded Operating System

» Embedded OS cannot be powerful multi-tasking.
» Troubleshooting is difficult.

» Difficult to transfer data from one system to other.
» ltis difficult to update embedded OS.

1.3.6 COMPARATIVE STUDY OF TYPES OF OSs

We have seen the types of operating systems with their functions, advantages

and disadvantage in the previous section. The Table-1 here shows that the

applicability of OS to applications.
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Type of Operating Applicable to which type of application
System

Multi Tasking OS When a wuser wants to open and work
simultaneously on many windows on the single
system.

Network OS When user want to remote login to a system,
transfer a file or share resource on the network.

Distributed OS When computational speed and resource sharing is
required.

Real Time OS Applicable to systems which require time bounded
responses.

Embedded OS Specialized systems with memory, power and
processing restrictions. Used in consumer
electronic items, mobile phone etc.

Table-1 Applicability of OS to applications

1.4 LET US SUM UP

In this unit we learnt about the working methodology of generalized operating

systems. Let’s quickly review the main points of the unit.

>

An operating system is software that acts as an interface between the user
and hardware of the computer systems.

An operating system is a resource manager that in background manages the
resources needed for all the applications run on it.

We learnt main functions of generalized operating system. It is divided in two
views: User view functions and System view functions.

Multi - Tasking operating system work on time sharing concept. The switching
between the processes is too fast so it seems like a Multi-Tasking.

Network operating system used to manage network resources like computer
nodes, printer and other devices.

Distributed operating is used to serve multiple applications and users through

multiprocessor.
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» To handle the on time situation and give immediate response, we used Real
Time operating system.
» Embedded operating system is system which is made to handle specific

tasks.

1.5 CHECK YOUR PROGRESS

Give the answer of the following MCAQ.

1. When a user wants to open and work simultaneously on many windows on his

system, OS is chosen.
A. Real time B. Batch
C. Multi user D. Multi tasking

2.  When computational speed and resource sharing is required and implemented
through combining multiple computer system in a network, (O

should be chosen.

A. Real time B. Distributed
C. Networking D. Embedded
3. Symbian OS is usedin types of applications.
A. Real time B. Batch
C. Networking D. Embedded
4, OS should be chosen on systems that require time bound
response.
A. Real time B. Batch
C. Networking D. Embedded
5. OS should be chosen in consumer electrics items, mobile

phone, smart cards, etc.

A. Real time B. Batch
C. Networking D. Embedded
6. User Interface is a function of
A. User View B. System View
C. Both D. None
7. Two types of Real time system are and
A. Hard and Soft B. Soft and Tight

C. Hard and Tight D. None of These

21



10.

11.

12

A software that acts as an interface between the users and hardware of the

system is called

A. Operating system B. Multi tasking system
C. Multi programmed system D. Time sharing system

The software that operates computer is known as

A. MS office B. Complier
C. Operating System D. None of these
RTOS stands for
A. Random Transfer Open Stack B. Real Transform Open Schedule
C. Random Transform Office D. Real Time Operating System
Schedule
is an example of Embedded Operating System
A. MS Windows B. DOS
C. ANDROID D. UNIX

When a user wants to remotely log on a network system to trasfer a file,
OS is chosen.

A. Real time B. Batch

C. Networked D. Embedded

1.6 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

O >» >» O
O >» U @
O O » 0

11.

1.7 FURTHER READING

Naresh Chauhan (2014), Principals of Operating System, Oxford.
“Introduction to OS”, https://nptel.ac.in/courses/106106144/2.
‘Embedded System”, https://nptel.ac.in/courses/108102045/20.

22



1.8 ASSIGNMENTS

© N o kA~ o bd =

Write answers of the following Questions

What is the need of an operating system?

What are the functions of operating system from user’s view point?

What are the functions of operating system from system’s view point?

Explain the work of Multi-Tasking OS with advantages and disadvantages of it.
What are the functions of Network operating systems?

Explain the Distributed operating system.

What is Hard Real Time and Soft Real Time.

Explain the work of Embedded system along with advantages and

disadvantages.
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2.1 LEARNING OBJECTIVE

After studying this chapter, students should be able to understand:
e Process management by the operating system
e Process scheduling and process life cycle
e Process Control Block (PCB)
e Concept of Threading
e Concept of Multitasking
e Memory Management
e Security objective and problems
e User management

e File management

2.2 INTRODUCTION

In the previous chapter we have discussed about the basics of operating
system. The main functions of operating system are process management, memory
management, security mechanism, user management, file management and device

management.

In this chapter we will learn about all the functions performed by OS in
detailed. We start with process management. Process refers to any activity done by
an OS. As modern operating system provides multi-tasking environment, operating
system need to manage number of processes that exist at the same time. OS needs
to manage inter process communication, creation of process and status of process
from creation to destruction. Operating system implements the multitasking concept
by implementing the threading mechanism. The multi-tasking operating system
needs to handle memory management. The multiple processes exist in the memory,
each process demands memory dynamically. So operating system needs to make
partition the memory to be allocated and to be reallocated. This memory partition

needs to manage by the operating system.

The user of operating system stores the data in to the secondary device,
generally in hard disk. This data is in the form of files and stored in hard disk.

Without any proper mechanism it is too difficult to retrieve it from secondary device.
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File system is the convenient mechanism to store data file in proper format.
Computer system is accessed by the user. Each user has specific privilege to
access set of resources and files. Operating system needs to manage its user to
provide privilege for the resources. At the end we will discuss about the security
issues of the computer system. We will also discuss the protection mechanism
against the security threats.

2.3 PROCESSES MANAGEMENT

2.3.1 WHAT IS PROCESS

Process is the instance of the program that needs to execute. The program is
the passive / static entity whereas process is the active / dynamic entity. When
program is loaded in to main memory along with data it becomes, process. Before
moving into the detail of process management we need to clear some terminologies

like program, job, task and process.

2.3.2 TERMINOLOGY

Basically CPU needs set of instructions to be executed. This set of
instructions is sometimes called program or job or task or process. When looked for
operating system perspective each of these terms has specific meaning. The
program, job, task and process are not the same for the operating system. Let's see
the meaning of each of these terms and then see how a program is converted into

process.

» Program :
A program is a set of instruction in the form of modules. The tem
“Program” is used from the time of batch processing system. A code
written in any programming (for e.g. C language) is called program. It

contains only a set of instructions.

> Job:
In the batch processing system, the magnetic tapes need to be loaded

and unloaded to do specific set of activities such as compiling, linking
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and loading. The term “job” is used to perform the said activities

required to execut the programs.

Task :

The term “task” is used when a single processor executes concurrent
program. It means a single user works on multiple programs
simultaneously. For example while using a window operating system,
the user opens media player, works on excels and check mails on
browser simultaneously. It is also called multi-tasking. Figure-8 shows

three tasks being performed on an OS.

Tasks

@
Play Music
Operating
-
System

Q

g H

Browser

Figure-8 Multi-Tasking
Process :

The Process is different from “Program” and “Job”. When a program
that is ready to execute, is loaded in to memory, it is called process. A
program, ready to execute, is able to compete for the resources. The

resources such as CPU time, memory, /O devices and so on.

When a process gets CPU time, it requires several other things to
complete the activity, this all things make process environment. The
process environment has Program counter (PC), code section, data
section, CPU registers and stacks. Figure-9 shows a glimpse of

process environment.
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Code Section Data Section

Program Counter Stacks

CPU Registers

Figure-9 Process Environment

The Program counter is used for moving to next instruction when
performing sequential execution. Data section stores the value of
global and local variable of program. Code section stores the
instruction of program along with program counter. CPU register and

stacks are used to store data.

The Table-2 below shows the difference between program and process.

PROGRAM PROCESS
It is a collection of | It is a collection of instruction (code
instructions(Code Section) only section), data section, stacks, CPU

register and Program Counter (PC).

It is Passive or Static entity It is Active or Dynamic entity

It never compete of resources It compete for resource.

Table-2 Program v/s Process

2.3.3 PROCESS SCHEDULING

After understanding the basic difference between program and process, now

it's time to know how program gets converted in to process.

A program ready to execute is called job. When the job is ready to execute it
is appended in the queue, call job queue. The job queue is placed in the hard disk.
Then particular job is selected from the job queue and loaded in to the main memory
through job scheduling. As soon as job is loaded in to the main memory it becomes

a process and is stored in process queue. All the process placed in queue is called
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ready queue and they all are in waiting for their turn for CPU allocation. All the
processes in ready queue are competing for CPU and other system resources. The
process from ready queue is selected for the CPU execution and process is
transferred from the main memory to CPU. The activity of selecting next process for
execution is called process scheduling. It also called CPU scheduling. The
scheduling functions are performed by scheduler. Figure-10 shows how the process
scheduling is done.

Program
Main
___Memory _
Ready
Job »
Queue
queue Process

Job Scheduling Scheduling /
Dispatching

Figure-10 Process Scheduling

The scheduler use scheduling algorithm to select process from the ready
queue and transfers it in to CPU. Various kind of scheduling algorithms are used by
modern operating system depending upon their process management scheme.
Although most widely used scheduling algorithms for the generalize operating

systems are as follow:

First Come First Served (FCFS)
Priority Scheduling

Shortest Process Next (SPN)
Shortest Remaining Time Next (SRT)
Round Robin

YV V V V V

2.3.4 PROCESS LIFE CYCLE

As we know that the process is active / dynamic entity, it changes its status

periodically. It passes through various states from its creation to destruction.
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The process life cycle is divided into five states that are as follow:

> New:
Whenever new job is appended into job queue, the process at that
instance is in “new” state. At this time process is still on secondary

memory (Hard disk).

» Ready:
When job is selected from the job queue and transferred into main
memory in ready queue, the process is in its “ready” state. At this point the

process is ready to be executed.

> Running:
Scheduler selects particular process from the ready queue and dispatches
it to CPU for execution, at this time process is in its running state. The
process in running state competes for the system resources. In this state
CPU executes instruction of the process. The process may not remain in
the CPU till it executes all instructions. Whenever time quantum gets
completed, CPU takes away the running process and chooses next ready

process for execution.

» Blocked:
During the execution of the process, it may encounter an instruction where
it needs to wait for 1/0 devices or some other event. In this case CPU will
take away the process and CPU is given to other ready state process.
Therefore a process that is waiting for the 1/O device and taken away from
the CPU is in its blocked state.

» Terminated:
Once the process has executed all its instruction and is about to complete

it in a “terminated” state.
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Dispatch

Interrupt

IO Access /

IO Access/ Event Wait

Figure-11 Process Life Cycle

Figure-11 shows the states and event execution during the process life cycle.

The process changes its state whenever an event occurs. The event causes state

transition. There are four events, which help in state transition of the process. The

events are:

>

Admit (New State To Ready State)
The event takes place when process transfers from secondary memory to

main memory.

Dispatch (Ready State To Running State)

This event transfers the process to the CPU for execution.

Interrupt (Running State To Ready State)
The running process may be pre-empted from the execution by some
other process. It may happen due to several reasons. In such a case

running process needs to transfer from running state to ready sate.

10 or Event Wait ( Running State To Blocked State)
The running process reaches an instruction that needs requires it to wait
for the 1/0O devices or event. At this time, the wait event transfers the

process from the running state to blocked state.

10 or Event Wait Completion (Blocked State To Ready State)
When the blocked process’s wait is over, It is assumed to have accessed

the 1/0 device or served by event which it was waiting has been over. At
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this time wait completion event transfers process from the blocked state to
ready state.

» Exit (Running State To Terminated State)
When running process completes execution of all instructions, the exit
event changes its state from running to terminated.

2.3.5 PROCESS COTROL BLOCK (PCB)

As already discussed the process environment consists of code section, data
section, CPU registers and program counter. But these are not sufficient to manage
the process. The operating system requires some additional attributes to control and
manage processes. All these attributes stored in a stack, known as Process Control

Block (PCB). It also called Process Descriptor.

Each process has its own PCB. That means when new process is created its
PCB is created and when process is terminated the PCB is terminated. The PCB is
responsible to manage and control its process during the process life cycle. It stores
all the relevant data which is needed by the process during the life time. Figure-12
shows the stack of Process Control Block.

PC & CPU registers

Process Priority

Memory — Related Inforamtion

Various Pointers

Figure-12 Process Control Block
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The PCB stores the following details related to its process:

>

Process ID: Process ID (PID) is the unique number to identify the

process.

Program Counter: It shows the address value at which next instruction of

the process will be executed by the processor.

Registers: It is used to store the data during the execution of process.
Various kinds of registers are there like data registers, address registers,
and control / status registers. They are used to store data during process

execution.

State: It indicates the current state of the process, and is used in process

scheduling.

Priority
Each process has its priority number, based on it scheduler gives

preference to a process. High priority process will execute first.

Event Information
Process life cycle passes from one state to other state using event. The

event related information is stored here.

Memory Related Information
Memory uses various kinds of registers and tables during life cycle. The
information related to memory which is used by process is mentioned

here.

Resources Related Information
The process may need to access the system resources. These resources

related information is listed here.

Scheduling Related Information
The process executes based on scheduling algorithm. All the scheduling
related information like waiting time of process, execution time of process

etc. is stored here.
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» Pointers
The parent process pointer, child process pointer, pointer to process’s

instructions and pointer to process’s data are stored here.

Till this point we must have understood process creation and management,
life cycle of process and process control block. These are the fundamental concepts
of process management. Now we need to go in details of working of operating

system.

2.4 THREADING

While learning the basic concept of process management, we should know
that the CPU executes one process at a time. It means CPU is single tasking but the
switching between the processes is so fast that we feel that it's multitasking. While
switching between the processes the os requires storing the last values of attributes
in PCB of the existing process and restoring the values of the attributes from PCB
for an entering process. This entire sequence is called context switching. In the
process management the context switching time is proportional to the frequency of
processes arrived in scheduling. High context switching time incurs in terms of the

system’s performance.

In the evolution of the operating system, the need of operating systems which
can respond very fast and has higher efficiency has increased. Both the requirement

is fulfilled by the concept called threading. It is also called multi-threading concept.

2.4.1 WHAT IS THREAD

The thread is the path of execution within the process. A process can contain
multiple threads. Thread has same properties as the process has. The idea of
parallel computing is achieved by multi-threading concept. The process is divided
into multiple threads. For example multiple tabs in browsers can be different threads.

Thread is called light weight process.

The threads of same process can share some information of process like
code section, data section and status of system resources used. As result, the time

required for the context switching is less and performance of operating system
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increases becomes fast. The main advantage of thread is that it minimizes the

context switching time.

To manage the thread it requires the same attributes as process requires. All
the required attributes are stored in the thread related structures, called Thread
Control Block (TCB). The names of attributes are TID, PC, Registers, State, Priority,
Event Information, Scheduling Information and TCB pointers. Figure-13 shows three

threads within the process.

Code Section Data Section RES

THREAD -1 THREAD -2 THREAD -3
Stack Stack Stack
PC PC PC
Registers Registers Registers
Thread Thread Thread
Related Info Related Info Related Info
\v/

Figure-13 Process Having Three Threads

Threads are implemented in two ways:

» User Thread
The user thread is managed by the application in the user space of
operating system. It is created and managed by thread library which is
provided by the operating system. The thread library contains code for
creating and destroying threads, for passing messages and data between
threads, for scheduling thread execution and for saving and restoring

thread contexts.

» Kernel Thread
The kernel thread is managed by the kernel of the operating system in the

kernel space. Kernel threads are supported directly by the operating
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system. The Kernel performs thread creation, scheduling and

management in Kernel space.

2.4.2 PROCESS VS THREAD

The Table-3 shows the difference between Process and Thread.

Process Thread

Process requires more resources than | Thread requires fewer resources than

thread. process.
Process switching needs interaction Thread switching does not need to
with operating system. interact with operating system.

Multiple processes cannot share data Threads can share data and code

and code section. section.

In multiple processes each process One thread can read, write or change
operates independently from the another thread's data.

others.

If process is in block state, it will not If one thread is blocked, a second

execute until the process is unblocked. | thread of the same process can run.

Table-3 Process v/s Thread

2.5 MULTITASKING

The multitasking concept is somewhat different from multi-threading. We have
already discussed about the multi-tasking operating system in previous unit. The
multi-tasking is implemented at the process level whereas multi-threading is
implemented at the thread level. Modern operating system achieves multitasking by

using multithreading.

2.6 MEMORY MANAGEMENT

Multi-tasking operating system raises the issue known as memory
management. Process management to work properly needs support from memory
management. Each executing process needs memory. So it is essential for the

operating system to keep track of memory to be allocated to process and a memory
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which is free. Memory management needs to decide which process will get memory

at what time and which memory will be freed by the processes.
2.6.1 STATIC AND DYNAMIC MEMORY ALLOCATION

Memory is the resource of the computer system, which needs to be divided
and allocated to ready process. This allocation needs to perform in such a manager
that memory and CPU can be utilized efficiently.

Memory allocation is performed by two methods:
» Static Allocation
The allocation is done before the execution of a process is called static
allocation. It happens when the location of the process in the memory is
known at compile time, the compiler generates an absolute code for the

process.

» Dynamic Allocation
If the memory allocation is done during the process execution it is called

dynamic allocation.
2.6.2 LOGICAL AND PHYSICAL ADDRESSES

All the modern operating system works based on dynamic memory allocation.
Let us learn how dynamic memory is allocated by the operating system to running
process. In the dynamic allocation, the place where memory for the process will be
allocated is not known at the compile time and load time. The CPU at compile time
generates some addresses, known as logical addresses. These logical addresses
need to be converted into absolute addresses at the time of execution of the
process. The absolute addresses are known as physical addresses. The dynamic
memory management of the operating system performs the conversion of logical
addresses into physical addresses. Through the dynamic memory allocation
technique, operating system allocates memory to process as and when it is required

at run time. It is the best way to manage memory dynamically.

2.6.3 SWAPPING

In modern operating system, due to multitasking at times no memory is

available for execution of new processes. In this case the best solution is to take out
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a process from the memory, and allocate the available memory to new process. This

process is called swapping.

Here new issues are raised as to which process should be taken out from
memory and where it will be placed? Well we can take out a process which has low
priority or is blocked or stands last in queue. The process will be placed it in

secondary memory (Hard disk).

The action of taking out a process from memory is called swap-out, and the
process is known as a swapped — out process. The action of bringing back the
swapped-out process into memory is called swap-in. the entire action is called
swapping. A separate space in the hard disk, known as swap space is allocated by
Os to perform the swapping activity. Swapping is the technique which is used by

operating system to manage memory efficiently.

2.7 SECURITY

Security is the most important parameter for the modern operating system. In
this section we will discuss about the objective of security and protection mechanism

adopted by the operating system.

2.7.1 SECURITY OBJECTIVES

The basic security concepts that need to be taken care by the operating

system are as mentioned:

» Confidentiality
It refers to protection against disclosure of information to any unauthorized

entity.

» Authentication
It refers to validity of a message, it means the information received by the

receiver has originated from a specific known sources.

> Integrity

It refers to protection against the altered message in transmission.
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» Authorization
It refers to the process, through which a requester is allowed to perform

operation.

» Availability
It refers to the information and communication services that are available

for user to 24*7.

2.7.2 SECURITY PROBLEMS

The lack of security could be extensive and can cause loss of information,
corruption of data, privacy violations and so on. The main security problems are

categories in three parts as under:

» Unauthorized Disclosure
It is a threat to confidentiality of a system. In communication, an
unauthorized node receives the sensitive data that are supposed to have
been transferred between two authorized parties. This activity is known as
interception.
An unauthorized entity may infer the information, by observing the traffic in
a network, or from a database, and disclose the same. It is known as

inference.

» Deception
It is a threat to the integrity. An unauthorized entity may pose to be an
authorized one and attempts to gain access of the system. This attack is
known as interception. A file or database may be altered or some data
may be replaced with false data. This attack is known as falsification. A
user may deny that he has sent or received data. This attack is known as

repudiation.

» Disruption
It is a threat to the objective of availability. For instance, a system receives
so much data that the communication system is not able to handle them,
thereby, interrupting the operation on the system. This attack is known as

denial — of — service (DoS)
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2.7.3 PROTECTION MECHANISMS

There are various kinds of resources available in the computer system.
Operating system need to implement effective protection mechanisms to protect the

resources. The protection mechanisms are based on two principles:

> Need to Know Principle
It state that unless a user has a specific reason to access a piece of

information, the permission to access is denied.

» Principle of Least Privilege
It states that a process or user must be able to access information or

resources that are necessary for its legitimate purpose.

Various kinds of protection models are used to implement the protection
mechanisms. The techniques are Access Control Model, Access Matrix Model,
Access Control Lists (ACL), Capability List (C-lists) and so on.

2.8 USER MANAGEMENT

The operating system needs to determine the identity of the user at the time

of logging. This process is called authentication. An authentication has two steps:

> Identification

It refers to a unique identifier allocated to the user for authentication.

> Verification
Here, the verification of user is performed, that is, conformation which

binds the user and the identifier.

Operating system authenticates the user when they login which is based on either

password, PIN, biometrics identity, token, smartcard, OTP, key or patterns.

2.9 FILE MANAGEMENT

Operating system uses File System to manage the files in the computer system.

File system is the convenient way to store and retrieve the data. Files are used to

40



store related information and are mapped to the hard disks or other storage media

by the operating system.

The information stored in a file is in bits, bytes, lines or records. File system has
two views: Logical View and System View. The user only sees the logical view of the

file. The work of system views is to map the logical file to the secondary storage.
The following are the primary elements of a file system:

> File Management: It manages how the files are stored, referenced,
shared and secured.

> File Allocation: It provides the methods to allocate files on the disk
space.

> File Access Methods: It provides the methods to access stored files.

The Files can be accessed by the any of the following technique:

» Sequential File Access: By this technique file is accessed in the
sequential manner, it means it can access in the same order as it is
stored.

> Indexed Sequential File Access: It is a combination of sequential and
random access mechanism. The key field is maintained in sequential
manner, based on key filed the pointer of main file moves to read write
operations.

» Indexed File Access: In this type of access it is not necessary to store
data in a file sequentially and to search the record by the key field. Here
multiple indexes are there for each attribute, by which the user can,
search a record in the main file.

» Direct File Access: Direct access is meant for a random structure of

secondary storage.

210 LET US SUM UP

In this unit we learnt about the concepts of process management, Threads,
Multitasking, Memory Management, Security, User Management and File

management.
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Let’s quickly review the main points of the unit.

Process is the instance of the program that is different from program.

Process is dynamic entity and program is static entity.

Process has environment that consist of PC, Code Section, Data Section, and
CPU Registers.

Process scheduler selects process for the next execution.

Process life cycle shows the states of process and events that passes
through.

Process related data is stored in Process Control Block (PCB)

Thread is the path of execution within the process. A process can contain
multiple threads.

Thread related data is stored in Thread Control Block (TCB)

Memory can be allocated in two ways: static allocation and dynamic
allocation.

Each modern operating system need to focus on security objectives and its
problems.

The modern operating systems are also responsible to manage users and

files.

2.11 CHECK YOUR PROGRESS

© O N oo koo bd =

-_— -
= O

Give the answer of the following MCAQ.

Process is of the program.

A is a set of instructions in the form of modules.
Compiling, linking and loading activities are done by
PCstandfor

Programis __ entity.

Process is entity.

When job is loaded into the main memory, it becomes

A process selected for next execution is called

FCFS stands for

SPN stand for

A process is transferred from New state to Ready state by event.
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12.
13.
14.
15.

16.

17.
18.

A process is transferred from Running state to Ready state by  event.
PCB stands for
TCB stands for_ .
The memory allocation done before the execution of a process is called
allocation.

refer to protection against disclosure of information to any
unauthorized entity.
The ACL stands for

refers to protection against the altered message in transmission.

2.12 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

10.

13

16.

Instance 2. Program 3. Job

Program Counter 5.  Static 6. Dynamic

Process 8.  Process 9. First Come First
Scheduling Server

Shortest Process 11. Admit 12. Interrupt

Next

Process Control 14.  Thread Control 15. Static

Block Block

Confidentiality 17. Access Control List 18. Integrity

2.13 FURTHER READING

Naresh Chauhan (2014), Principals of Operating System, Oxford.
“Introduction to OS”, https://nptel.ac.in/courses/106106144/2.
“Process and Thread Management”,
https://www.youtube.com/watch?v=0rM7nZcxXZU.

‘memory management in operating system”,
https://www.youtube.com/watch?v=WO0068fRJTGQ.
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2.14 ASSIGNMENTS

I

Write answers of the following Questions.

What is process? How is process created?

Explain Process life cycle with diagram.

Write a short note on Process control block.

What is Threading? Explain how it is different from process.

How memory management is done the operating system.

List the security objectives need to be taken care by operating system.
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Unit 3: Operating System
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3.1 LEARNING OBJECTIVE

After studying this chapter, students should be able to understand:
e General terms of operating system
e Booting sequence of operating system
e Concept of system call
e Monolithic architecture of operating system
e Microkernel architecture of operating system
e Exokernel architecture of operating system

e Hybrid architecture of operating system

3.2 INTRODUCTION

In above unit-1 we discussed about the basic functions of OS along with
types of operating system. Now it's time to learn: How does operating system start?
How does it initialize hardware? Which kinds of architectures are followed by

generalize operating systems?

Booting is the first process of the operating system through which entire
environment is setup. After completion of booting process, OS system starts its initial
processes and handsover the control to user by providing user interface. Operating
System needs to work with hardware on behalf of user and provide back results
which generated by hardware. To work with hardware, operating system uses
various kind of system calls. At end of this unit we will discuss about the various
architectures which have been developed over time. Before delving into booting
process of operating system, there are some basic concept that needs to be

understood.

3.3 GENERAL TERMS OF OPERATING SYSTEM

» BIOS

Basic Input-Output System (BIOS) is responsible for performing basic
input — output operations. These operations are low level routines that are
used by OS to interact with 1/0O devices such as keyboard, mouse, monitor

etc. Later on we will see that BIOS is responsible to initialize the loading
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process of OS to main memory (RAM) from secondary memory (Hard
disk).

Bootstrapping

The OS is stored on hard disk. We need to load OS from hard disk to the
main memory (RAM). To do the same we need to execute a set of
instructions that load the OS onto memory. The entire execution process
of loading OS from secondary memory to main memory called

Bootstrapping or Booting process.
Boot Loader / Bootstrap Loader

The set of instructions that load OS from hard disk to memory is known as

Boot Loader / Bootstrap Loader. Sometime it is also called Boot Software.
Boot Device

The Operating System is permanently stored in secondary memory. The
secondary memory can be hard disk, CD, Pen Drive or any external

device. The device that stores the OS is called Boot Device.

Boot Sector

BIOS contains a program that loads the first sector of the boot device
which is called Boot Sector. It is called boot sector because of its location.
It is located in the first sector on hard disk (Sector 1, Cylinder 0, and Head
0). It is also called Master Book Record (MBR). Generally boot sector is
the part of hard disk with size of 512 bytes. In the MBR the first 446 bytes
are the primary boot loader, which is also referred as PBL. The next sixty-
four bytes are the partition table, which has the record for each of the hard
disk’s partitions. The MBR ends with two bytes that should be 0OxAA55.
These numbers act as validation of this sector indicating that it is the boot
sector or Master Boot Record.
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» Privileged Instructions

OS’s user is not allowed to access attached devices directly. If a user
wants to access device and get some result, He / she need to pass the
instruction to the operating system. On the behalf of the user, operating
system interacts with the device and gives the result to the user. Thus this
kind of instructions which are not directly executed by the user but needs

to pass by the OS, are called Privileged Instructions.
» System Call

All the Privileged Instructions that need to interact with hardware and other
resource are known as system calls. For example when a user wants to
display some text on monitor, he/she need to write some output
instructions in proper format. This instruction program is called system

call.

3.4 GENERAL BOOTING SEQUENCE

Generally booting process is dependent on operating system. It varies with
types of operating systems. Here we are going to discuss the general booting
sequence. Following steps shows how the operating system can be loaded and start

operating.

Step — 1:

Turn on the CPU button. Whenever the computer is switched on, all CPU pins
and registers are reset to specific values and the control is transferred to the
BIOS in the ROM or flash-RAM.

Step — 2:

The first job of the BIOS is to initialize and identify system devices such as
the keyboard, mouse, monitor, video card, hard disk etc. This initialization
process is called Power on self-test (POST). Power on Self-Test is the foremost

routine which checks and tests the basic hardware. If it fails, it will display error.
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Step - 3:

After the execution of POST, the BIOS determines the Boot Sector (or Master
Boot Record) and reads it. This boot sector contains a program called MBR. It
copies MBR to RAM. The MBR first examines the partition table and determines

which partition is active.

Step - 4:
In the particular partition, there is a boot loader / bootstrap loader, which
loads in to memory. The boot loader now loads operating system from secondary

memory to RAM (bootstrapping).

Step - 5:

Once the operating system has loaded into RAM, the boot process
relinquishes control to the operating system. After that operating system first
queries the BIOS for the configuration informations. The operating system

checks drivers for the attached devices and load into the kernel space.

Step — 6:
At the end system will display user login screen. The user programs are

loaded into the memory as the user log in to system.

It might be noted that this sequence may slightly change in different OS.

3.5 SYSTEM CALL

We know that Privileged Instructions are called system calls. The role of

system calls is important for understanding the operations of operating system.
Before going into details of system calls, we need to understand the working mode

of operating system.

Modern operating system have two modes — Kernel Mode and User Mode. Al
the user processes are executed in user mode and all privileged operations are
executed in kernel mode. Many times user processes need to access system
devices that need to execute privileged operations. The privileged operations are not
allowed to execute in user mode, they are only allowed to be execute in kernel
mode. Since operating system prevent direct access of kernel mode, problem is how

user mode processes execute privileged operations.
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User mode process uses the kernel mode function by a special interface. This

interface permits interaction between user mode and kernel mode. This interface is

called system call. In other word system call is an instruction which requests

operating system to perform the specific operation that need hardware access.

Generally system calls are made by the user program in the following situations:

YV V V VYV V V V

To create, delete or open a file in the file system.
To create and manage new processes.

To create network connection.

To send and receive data packets from network
To access hardware

To manage main memory

To protect the data.

3.5.1 TYPES OF SYSTEM CALLS

System calls are used to access the system resources. The type of system

calls depends on the use of these resources. Basically there are five broad

categories of system calls, which are as follow:

» Device Management System Calls:

The user needs to access devices such as keyboard, mouse, and
monitor. However, he/she cannot access them directly. These system
calls are responsible for device manipulation such as reading data from
keyboard, displaying data on monitoring etc. The general command
related to this category are request of the devices, release of the device,

read / write operation etc.
> File Management System Calls:

The user store his/her data in various kind of files. User needs to
create, update, open, close, read, write or delete a file in the computer
system. The user thus needs to access this resource through file
management system calls. These system calls are responsible for file

manipulation such as creating a file, reading a file, writing into a file etc.
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» Communications System Calls:

In computer system, processes need to communicate internally. All the
communication operations are performed by the communications system
calls. These system calls are useful for inter process communication. They

also deal with creating and deleting a communication connection.
» Process Control System Calls:

The process is the basic entity in the operating system. The process
needs to be created, deleted or aborted. All the process management are
performed by the process control system call. These system calls deal
with processes such as process creation, process termination and other

activities.
» Information Maintenance System Calls:

Information Maintenance system calls are for accounting and providing
information to the user. Such information can be about a process,
memory, hard disk space, operating system, computer system etc. These
system calls handle information and its transfer between the operating

system and the user program.

3.6 ARCHITECTURE OF OPERATING SYSTEM

To get efficient performance from the operating system, it should be
partitioned into subsystems. This sub systems are separated based on its tasks,
inputs, outputs, and performances. These sub systems can then be arranged in to
architectural configurations. An Operating system works on any one architecture
from the four type mentioned below:

» Monolithic Architecture
» Microkernel Architecture
» Exokernel Architecture
» Hybrid Architecture
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3.6.1 MONOLITHIC ARCHITECTURE

Now we know that in the modern operating system, operating system has
user mode and kernel mode. Kernel mode is use to access the hardware. The kernel
has unrestricted access to all resources and hardware of the system.

The earlier operating systems were developed in the same way as a
programming. The OSs has one file with all functionalities and calling each other
without any restrictions. Due to limited functionalities provided by OSs, all are placed

in kernel mode. This kind of structure is called Monolithic architecture.

In the early monolithic architecture, every component of the operating system
was contained within the kernel. It means that all the functions were executed in
single space called kernel space. The advantage of this kind of structure is that
functions can communicate efficiently to each other. Monolithic architecture has
drawback also, as all functionalities placed in single layer (kernel mode), it is difficult

to isolate errors or difficult to modifications in a functions or modules.

Applications

System calls

Memory Process Inter Process
M anager Scheduler Communications

File Systems | Input/Outp ut Network
i | Manager ~ Manager

— 4

Figure-14 Monolithic Architecture

Figure-14 shows the monolithic architecture. Microsoft Window 95, Microsoft
Window 98, BSDs, Solaris, DOS, initial version of UNIX and Linux are the operating

system, which are built on monolithic architecture.
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3.6.2 MICROKERNEL ARCHITECTURE

As operating system became larger and more complex, the size and work of
kernel has also increased. Large sized kernels are difficult to maintain. OS

developer also faced problem of extensibility, efficiency and reliability of kernel.

So developers tried to invent a new OS architecture that had less load in
kernel mode. As a result, Microkernel architecture was developed. In micro kernel
architecture very small number of essential functionalities are handled by the kernel.
The kernel which manages only essential functionalities is called microkernel and
architecture is called microkernel architecture. The essential functionalities may be
process management, inter — process communication, memory management and so
on. In this kind of architecture, other non-essential functionalities are moved up in
the user mode. The non-essential functionalities may be file system management,

network management, process scheduler, device manager and so on.

This kind of architecture divides the large sized kernel in to two parts: Kernel
mode and User mode. Each mode has specific limited functionalities to handle. As a

result, kernel (microkernel) is extensible, portable and scalable.

Microkernel architecture has been used in many operating system. Examples
of operating systems that use a microkernel are - QNX, Integrity, PikeOS, Symbian,
L4Linux, Singularity, K42, Mac OS X, HURD, Minix, and Coyotos. Figure-15 shows

Microkernel Architecture.

Applications

System calls Interface

!

File Systems Process Device
Scheduler M anager

User Space

Kernel Space

Inter Process Communications

Memory Synchronisation
M anager

Figure-15 Microkernel Architecture
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Table-4 shows the comparison between Monolithic Architecture and

Microkernel Architecture.

Functionality Monolithic Architecture Microkernel Architecture
Work All kind of functionalities | Essential functionalities are
are executed in single | executed in kernel space and
space called kernel space. | non-essential functionalities are
executed in user space.
Size Monolithic kernel is large in | Microkernel is small in size
size.
Execution Fast execution Slow execution
Extensible It is hard to extend It is easy to extend
Security If any service crashes, the | If any service crashes, it does
entire system crashes. not effect on entire system.
Example Linux, Free BDS, Microsoft | Symbian, L4Linux, Mac OS,
Window 98, Microsoft | Minix
Window 95, Solaris, Dos

Table-4 Monolithic v/s Microkernel Architecture

3.6.3 EXOKERNEL ARCHITECTURE

Everyone knows that operating systems work as an interface between user’s
applications and hardware. User’s applications need to send hardware instructions
to OS, OS passes these instructions to the hardware on behalf of the user and
sends back the result. This working methodology of kernel makes the lives of
application programmers easier. Along with this they also realize that giving so much
abstraction to the developer affects the performance of application. Applications that
run on such architecture suffer with slower execution of functions resulting in

performance issues.

To solve the performance issues, MIT provided new system with the concept
of kernel with minimum functionality and provide access of resources to the
application’s developer as well. This architecture is designed to separate resource

protection from management to facilitate application-specific customization. This
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kernel is called exokernel. In order words exokernel work as an executive for
application programs. It ensures the safe use of resources and allocates them to the

applications.

Here, new concept “library OS” is introduced in exokernel architecture. The
‘library OS” request the exokernel to allocate resources like disk space, memory
address, CPU etc. and use the resources in the way it suits the application. For an
example, an application can manage its own disk-block cache. It can also share the
pages with the other applications, but the exokernel allows cached pages to be
shared securely across all applications. Thus, the exokernel protects pages and disk

blocks, but applications manage them. Figure-16 shows exokernel architecture.

User Space

Library OS Library OS Library OS

Exokernel

Bare Hardw are

Figure-16 Exokernel Architecture
The performance of system will increase significantly by this kind of
architecture. It has drawback also, its interface design is too complex and system
consistency is very less. Exokernel was developed in 1994 by MIT. They developed
two exokernels, namely Aegis and XOR, this concept has not been used in any

commercial operating system and still research is going on.
3.6.4 HYBRID ARCHITECTURE

Many operating systems are not based on one architecutural model of the
operating system. They may contain combination of architecture of multiple
operating systems that have different approaches to performance, security, usability

needs etc. This is known as a hybrid operating system.

A kernel having the mixed approach of various architecture is called hybrid
kernel. The hybrid kernel attempts to combine the features and aspects of the

microkernel and the monolithic kernel. This means that the kernel structure should
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be similar to a microkernel but the structure should be implemented like a monolithic

kernel.

A well-known example of the hybrid kernel is the Microsoft Windows NT
kernel. It is called a hybrid kernel instead of a monolithic kernel as the emulation
subsystems run on the user mode rather than the kernel mode, unlike in monolithic
kernel. The NT kernel cannot be called a microkernel as well. This is because
almost all the system components run on the same address space as the kernel,

which is a feature of the monolithic kernel.

3.7 LET US SUM UP

In this unit we learnt about the booting sequence of operating system, concept of
system call and various architecture of operating system. Let's quickly review the

main points of the unit.

» BIOS is responsible for the basic input and output operations.

» At the time of switch on, the set of instructions that load operating system
from hard disk to main memory is call bootstrapping.

» System call is responsible to interact with hardware and other resources.

» Device management system call, file management system call,
communications system call, process control system call, information
maintenances system call are the type of system calls used by operating
system.

» In the monolithic architecture all kinds of functionalities are executed in kernel
space.

» In the microkernel architecture only essential functionalities are executed in
kernel space and non-essential functionalities are executes in user space.

» Toincrease the performance in the microkernel architecture, new architecture
is invented called exokernel architecture.

» A kernel having the mixed approach of various architecture is called hybrid

kernel.
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3.8 CHECK YOUR PROGRESS

Fill in the blanks.

BIOS stands for
The set of instruction that load the operating system is called

The set of instruction that are not directly executed by the user but need to

pass by the useris called ___instruction.

POST stands for .

Privileged instructions is also called

To manage the attached hardware system calls is used.
To manage the files system calls is used.

To manage the process system calls is used.

To manage the user system calls is used.

architecture is large in size.
architecture is slow in execution.
Linux is the example of architecture.
Mac is the example of architecture.
Exokernel was invented by
A kernel having mixed approach of various architecture is called

kernel.

3.9 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

1.

10.
13

Basic Input —Output 2. Boot loader 3. Privileged

System

Power on self-test 5. System call 6. Device management
File management 8. Process control 9. Information

maintenance
Monolithic 11. Microkernel 12. Monolithic
MicroKernel 14. MIT 15. Hybrid

3.10 FURTHER READING

Naresh Chauhan (2014), Principals of Operating System, Oxford.
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3.11 ASSIGNMENTS

2N T o

Write answers of following Questions.

Define the terms : BIOS, Boot loader, Privileged Instructions
Writes the steps for booting sequence.

What is system call? Explain types of system calls in detail.
Explain Monolithic architecture with diagram

Explain Microkernel architecture with diagram.

State the difference between microkernel and monolithic architecture.
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Unit 4: Mobile Computing

Unit Structure

4.1 Learning Objectives

4.2 Introduction

4.3 Mobile Computing

4.4 Characteristics of Mobile Computing

4.5 Responsibilities of Mobile Operating System
4.6 Special Constraints for the Mobile Operating System
4.7 Structure of Mobile computing Applications
4.8 Let us sum up

4.9 Check your Progress

4.10 Check your Progress: Possible Answers
411  Further Reading

412 Assignments
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4.1 LEARNING OBJECTIVES

After studying this chapter, students should be able to understand:
¢ Architecture of wireless communication technology
e Concept of computing on move
e Basic of wireless communication standards
e Characteristics of mobile computing
¢ Responsibilities of mobile operating system
e Constraints of mobile operating system

e Structure of mobile computing application

4.2 INTRODUCTION

In previous units, we have learnt about the basic work of generalize operating
system. In this unit we will learn about the working methodology of mobile operating
system. Mobile operating system needs to perform all the activities which are
performed by the generalize operating system. In addition, mobile operating system
needs to handle incoming and outgoing calls, receiving notification, send and
receive SMS etc. Mobile operating system also needs to identify its device's
geographical location and provide computing to the mobile applications that works
on geographical location. A mobile operating system controls everything from
handling the input, to controlling the memory and the overall functioning of the
device. It also manages the communication and the interplay between the mobile
device and other compatible hardware such as computers, televisions or printers. In
short mobile operating system does computing based on mobility. Here in this unit
we will learn about location based computing handled by the mobile operating

system.

4.3 MOBILE COMPUTING

Mobile computing is an ability to compute remotely while on the move. We
can also say that computing on mobility is called mobile computing. It is also called
ubiquitous computing or nomadic computing. It is a kind of technology which allows
transmission of any kind of data (voice, graphics, binary or else) using wireless

device. Mobile computing consists of three components:
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4.3.1 Wireless Communication Technology

The wireless communication technology refers to the infrastructure that
provides a faultless and reliable communication facility. The technology consists of
wireless protocols, services, bandwidth and other necessary components which are

required by the wireless communication.
4.3.1.1 Architecture of wireless communication technology

To set up the communication infrastructure four main components are
required. The Base Station, the core network, Radio Access Network and
Mobile hardware. First of all the entire coverage area is divided into small
part. The small part is called Cell so it is also called cellular mobile
communication. The base station (BS) is established in the center of each
cell. The BS receives data from the mobile device in the cell and forwards
the data to the appropriate mobile device. If the destination mobile hardware
is located in other cell then BS will use “hands-off’ mechanism to the
destination BS. The BS keeps track of the data of all mobile hardware in its
cell. The BS and mobile hardware communicates with each other over the
radio access network. It is the primarily component of the BS. Figure-17

shows the architecture of wireless communication technology.

Figure-17 Architecture of Wireless Communication Technology

On the other hand, the core network interconnects with the base
stations (BSs) and Mobile Switching Center (MSC). The core network also
provides an interface to other networks such as traditional telephone line
(PSTN) and the Internet.
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4.3.1.2 Wireless Communication Standard

The wireless communication standard has developed to great extent in

last five decades. The growth of standard is categorized in terms of

generation. Each generation provide higher data transmission rate and

additional capabilities. The Table-5 shows the summary of the wireless

communication standard for each generation.

Generation Feature Standards Speed
1 (1G) Supports analog Nordic Mobile Telephone 600 to
transmission (NMT), 1200
Only voice Advanced Mobile Phone Bps
communication System (AMPS),
Total Access
Communication System
(TACS)
2" (2G) Digital transmission Global System for Mobile 9.6 Kbps
Single channel can be | (GSM)
use by multiple user
2" (2.5G) | Supports web General Packet Radio 28Kbps
browsing Service (GPRS)
Supports video
stream
3 (3G) Supports enhanced Universal Mobile Telephone | 384
Video stream System (UMTS), Kbps
4" (4G) IP telephony Long Term Evolution (LTE) |5.8
Gaming services Mbps
High definition mobile
TV
5t (5G) Low Battery 5G NR (5G New Radio) 1GBps
Consumption (minimu
Multiple data transfer m)

rate

Table-5 wireless communication standard for each generation
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4.3.2 Mobile Hardware

Any device that can be easily carried and moved from one place to another is
called a mobile device / mobile hardware. It may be laptop, PDA, Tablet, smart
phone etc. These kinds of devices have a capability of sending and receiving

signals. These devices can also transmit and receive signals at the same time.

4.3.3 Mobile Software

Mobile software is the program that runs on the mobile hardware. It is
responsible to manage the hardware. It also deals with the requirement of mobile
applications. It is an interface between mobile applications and mobile hardware.
Generally, mobile software is called mobile operating system (MOS). Mobile
operating system is the kernel of the mobile hardware. Android, iOS, Window
Phone, BlackBerry are the example of mobile operating systems. The detailed

working of mobile operating system will be learnt in the upcoming block.

4.4 CHARACTERISTICS OF MOBILE COMPUTING

Most important characteristics of mobile computing are computing on the

move that is transmitting or receiving data by any or both sender and receiver even
when they are in motion. The following are the some of the important characteristics

of mobile computing.

» Location alertness:
A mobile device with the Global Positioning System (GPS) can provide
the current location of the mobile user. Many mobile applications provide a
location based services. For example cab service provides the current
location of car. It also provides the traveler moving direction on real-time. The
Map application provides the location based information such as fuel pump,

restaurants, ATM point and many more.

» Omni Presence:
Omni presence is also called “present everywhere”. Mobile computing
needs to perform computing from anywhere and at anytime. A mobile user
can receive the notification at anywhere at any time but within wireless

coverage area.
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» Broadcasting:
Mobile computing supports broadcasting characteristics. The mobile
computing has capability of broadcasting messages simultaneously to thousands
of mobile user. For example, all users at a specific location, such as a cab service

operator may send advertising information to those who are near to the airport.

» Ability to enhancement:
Mobile computing has a capability to work in the changing
environment. It adjusts to bandwidth fluctuation without inconvenience to the
mobile user. In mobile computing, adjustment is crucial due to disconnections or

fluctuations of bandwidth that can rise due to any reason.

» Customization:
Mobile environment can be easily personalized as per the user’s
profile. For example mobile user can block notification from the specific source,

he/she can block message etc. This can be easily done through customization.

» Library Support:

Mobile operating systems should contain middleware libraries and
frameworks with APIs which implement and abstract the functionality of the
features of the mobile devices. The purpose is to provide functional consistency
and to ease the software development. Middleware library and framework is
a software layer that actsasa  mediator between the application and the mobile

operating system.

> Robustness:

A user expects a mobile operating system to be robust. This means it
should be strong and unlikely to fail or crash. The device must not only be
designed to avoid crash, but must also provide support functions and policies.
These support functions and policies allows the device to handle application
errors and out-of-memory situations, without hampering the functionalities of

the Smartphone.
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4.5 RESPONSIBILITIES OF MOBILE OPERATING SYSTEM

In comparison to the generalize operating system mobile operating systems
have some additional responsibilities which are mandatory to be performed. The
most important responsibility of mobile operating system is efficient utilization of
device resources for the multiple tasks. The resources managed by the mobile
operating system are processor, SD cards, files, cameras, speaker etc. Mobile OS is
expected to run multiple mobile applications at the same time and each application
may require one or more resources. For example mobile user can play music and at
the same time he/she can take photo. Here playing music requires access to the
speakers, music files with internet communication and music bits computing. At the

same time user uses mobile camera to capture the photo.

The mobile operating system needs to provide highly interactive interface with
the limited size of screen. Along with this, the interface needs to control the
communication with the base station using the different type of communication
protocols. The communication may be based on data, voice or video form. The
mobile operating system offers a high resolution screen and a big / small screen size
that helps user to carry out different functions easily. Some mobile device provides

touch screen facility for better view and easy functioning of the device.

The mobile devices communicate with base station, computers and various
types of peripheral devices. In such devices, mobile operating system requires
enhanced communication support. The mobile operating system uses
communication protocols depending on the generation of the communication
technology like 1G, 2G, 3G etc. To communicate with the computer laptops and
other devices, mobile OS needs to support TCP/IP and other wireless protocols. To
communicate within small range it supports Bluetooth and multiple interfacing

protocols and hardware interfaces.

The mobile operating system provides support to a various types of input
mechanisms. The user can give input by the use of small touch on screen or using
querty keyboard. The input comes from the attached device such as thumb scanner,

cameras or any kind of attached sensors.
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Various mobile applications run on the mobile operating system. Basic
applications like address book, messaging, map, phone book etc need hardware
access. All the installed mobile applications are managed by the mobile operating

system.

The mobile operating system also manage incoming and outgoing calls The
user can manage multiple calls (conference calls) and concurrent calls on the mobile
device with the help of User Interface (Ul). The mobile operating system allows you

to record the calls in digital format and save them to your computer.

Latest mobile device identify its location using GPS. The GPS (Global
Positioning System) feature present in the mobile device helps users to get driving
directions, point of interest in the locality, or search businesses by using the gadget.
By managing this facility actual implement of mobile computing is achieved by the

mobile operating system.

Mobile device has a feature like inbuilt digital high resolution camera and
voice / sound recorder. User of the mobile device can take video using such inbuilt
device. The Mobile operating system need to provide a support to share the
captured video as Multi Media Message (MMS) using email, Bluetooth or other
communication technology / software. The mobile OS also manage the facility of

sending and receiving the text messages.

Mobile operating system uses memory for the various tasks. This is an
important responsibility of mobile operating system. The RAM (Random Access
Memory) is the physical location in the chip where the mobile operating system and
other applications run. The RAM size for a mobile device can be small, so mobile
operating system manages it in efficient manner. Besides the Ram, users can add
flash memory for storing their data like contact details, songs, video recording etc.

Flash Memory in a mobile device is either inbuilt or can be installed as an add-on.

An important responsibility of mobile operating system is synchronizing data
with a computer. Most of the mobile device comes with the facility to synchronize to
a PC. This feature allows maintaining the latest contact information, mails stored on

software.
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4.6 SPECIAL CONSTRAINS FOR THE MOBILE OPERATING
SYSTEM

The operating system for a mobile device needs to work in presence of many
types of constraints which are not faced by the generalize operating systems. Some

of the important constraints of the mobile operating system are as under:
» Limited Battery Power

Mobile device receives the power supply from the battery. The battery
power is limited and drains fast if we make extensive use of mobile device, so

mobile operating system needs to minimize power consumption.

» Limited Processing Power
Majority of the mobile device have ARM based processors. These
processors are certainly energy efficient, powerful and cheaper compared to

the desktop processors yet these are significantly slower.

» Limited Memory
Mobile device usually have small size of memory as compared to
general computer system. To cope up with this condition mobile operating
system itself is of small size and yet provides a rich set of functionalities to

meet users demand.

» Limited Screen Size
The mobile screen size is small compared to laptop or desktop
computer. Mobile operating system needs to support innovative user interface
to overcome this to minimize user’s inconveniences. The mobile operating

system should take minimum input from the user interface.

» Bandwidth fluctuation
Mobile device communicate with other devices with the use of wireless
medium. A wireless medium is directly susceptible to atmospheric noise and
there by causes high bit error rate. In addition, bandwidth of wireless medium
may have fluctuation randomly due to atmospheric noise, movement of

objects.
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» Small size of keyboard
The mobile device provides very small sized keypad or display touch
screen based keypad. In both the interface, typing in the documents is
difficult. To overcome this limitation mobile operating system provides a

facility of the word completion prompts.

4.7 STRUCTURE OF MOBILE COMPUTING APPLICATIONS

One of the most important responsibilities of mobile operating system is to run
the mobile applications. The mobile operating system need to run mobile application
onto hardware; manage the middleware components and user interface. Generally
mobile application is structure is three tire, namely presentation tier, application tier

and data tier.

Presentation tier focuses on user interface. A good user interface facilitates
the users to issue requests and to present the results to them meaningfully. The
application tier is responsible to make logical decisions and perform calculations. It
also moves and processes data between the presentation and data layers. The
application tier is the heart of the application. The data tier is responsible to provide
the basic facilities of data storage and manipulation.

4.8 LET US SUM UP

In this unit, we have learnt about mobile computing. Let's quickly review the main
points of the unit.

» Mobile computing is an ability to compute while on the move.

» The wireless communication technology is refers to the infrastructure based
on reliable communication technology consisting of wireless protocols,
services, bandwidth and other necessary components.

» To setup the communication infrastructure four main components are
required: Base Station, the core network, Radio Access Network and Mobile
hardware.

» Mobile communication standards start from 1G and latest implement is 5G.
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» Mobile computing has some characteristics like location awareness, omni

presence, broadcasting, ability to enhancement, customization, library

support and robustness.

» Mobile operating system has some constrains like limited battery power,

limited processing power, limited memory, limited screen size, bandwidth

fluctuation and Small size of keyboard.

4.9 CHECK YOUR PROGRESS

N o o s~ Db

10.

Fill in the blanks.
Mobile computing is computing on

Mobile computing is also called or computing.

The primary work of wireless communication technology is to transmit

BS stands for

The  receives data from the mobile device in the cell.

MSC stands for

First generation wireless communication standard support speed between
_ to__ BPS.

GPRS stands for

LTE stands for

GPS stands for

4.10 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

1.

4.

7.

10.

Move 2. Ubiquitous, 3. data
nomadic
Base Station 5. Base Station 6. Mobile Switching
Center
600, 1200 8. General Packet 9. Long Term Evolution

Radio Service

Global Positioning System

4.11 FURTHER READING

Prasant Kumar pattnaik, Rajib Mall, Fundamentals of Mobile Computing, PHI.
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4.12 ASSIGNMENTS

o > bd -

Write the answer of the following Questions

Explain architecture of wireless communication technology.

List the wireless communication standards.
Write a short note on characteristics of mobile computing.
Explain responsibilities of mobile operating system.

What are the constrains for mobile operating system?
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Unit 1: Mobile Devices
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1.8  Assignments
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1.10 Further Reading and References
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1.1 LEARNING OBJECTIVE

To gain the knowledge regarding the mobile hardware architecture and hardware

components of mobile such as processor, RAM, graphics, sensors etc.

1.2 INTRODUCTION

Mobile is a device which is made up by using different components like
processor, RAM, graphic and different sensors. Mobile devices having the touch
screen display which provides better user experience to provide the input. Now days
mobile devices become the important part of human being in daily life to perform
some task like phone calls, text SMS, reminders of important events and
mathematical calculations etc. Mobile devices are capable to connect with internet

and also capable to interconnect with each other by using the WIFI and Bluetooth.

1.3 MOBILE HARDWARE ARCHITECTURE

Mobile hardware architecture is the important part of mobile devices. Mobile
device having the different hardware parts which are difficult to manage. We need to
study the hardware architecture to understand the management of hardware by
using the mobile operating system. Every latest smartphone used the System on
Chip (SoC) Architecture. Following are the main components of the smartphone

architecture.

e Application processor is used to execute the user’s applications with the
instructions from the middleware and the mobile operating system.

e A baseband processor with the own OS components performing radio
transmission and reception of the audio, video and the data.

¢ Different peripherals for the user interface.
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Figure-18 Mobile Hardware Architecture [1]

Receiver (RX)

RX hardware component is the receiver of the incoming signals. After
receiving the incoming signals, hand shaking is done with the physical layer.
Later these signals are processed by the processor. The radio OS
components hand shake with the peripheral to display the coming data to the

user.

Transmission (TX)

Device drivers support to write the data to the memory, from where they
collected, for example audio from microphone, video from camera and
location from the GPS sensor. After that data is processed by processor
as per the transmission protocol. SIM (Subscriber Identifier module) plays an

important role in data reception and transmission.

Application Execution
The application processor executes mobile applications such as games,
speech processing, internet browsing, image processing etc. latest

smartphone have large volatile memory such as 1 GB, 2GB etc.
Typical ARM processor

Processors which are used in mobile are quite different from those

processors which are used in the laptop or in the computers. ARM processor
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becomes the popular processor because of its capabilities like, optimization of
battery life with good performance. Modem processor is separated by the

ARM processor.

[ VFP Coprocessor
= Controller

4
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Figure-19 ARM Processor [1]

‘ ARM1136JF-S

1.4 MOBILE HARDWARE DEVICES

Mobile is a smart device which is the combination of hardware and software.
Mobile operating system is used to user interaction with mobile devices as well as
used to manage the all hardware parts of the mobile devices such as processor,
RAM, different sensors and different applications.

1.4.1 PROCESSOR

The processor is the central hub of any smartphone. Mobile processor is
working like CPU (Central processing Unit) of the computer. Processor received
command and it executes every command submitted by the user to perform different

task with high accuracy and speed.

Processors which are used in mobile are quite different from those
processors which are used in the laptop or in the computers. ARM processor

becomes the popular processor because of its capabilities like, optimization of
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battery life with good performance. Modem processor is separated by the ARM

processor.

Latest smartphones are come with the multiple core processors like (2, 4 or

even 8)

Samsung

IIF\OS

Figure-20 Available mobile Processors [2]
» Qualcomm Snapdragon

Qualcomm is the US Company which is developed the processor for
smartphones. Qualcomm processor is used in all smartphones and tablets
except Apple. Qualcomm is known of because Snapdragon its brand which is

released the mobile processor as well as LTE modems.
»> Apple Mobile processor

Apple does not make any processor instead they contract with processor
manufacture company such as Samsung and TSMC for making custom

processors for Apple phone.
> Intel Atom

Intel is American multinational company developed the processor for mobile
as well as computers. Atom is the brand name identify for the low power
consumption and low cost 32-bit and 64-bit processors for smartphone and
tablets.
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» Nvidia Tegra

Nvidia is the American company developed the processing units for the
graphics, gaming units and mobile devices. Nvidia developed the chips for

tablets and smartphone known as the Tegra brand.
> MediaTek

MediaTek is a Taiwanese semiconductor company providing chips for mobile
devices, HDTVs and other electronic devices. MediaTek processor is working
on the basis of 64 Bit ARM architecture. Clock speed of MediaTek processor
is up to 3 GHz. They come in different cores such as Dual core, Quad core,

Hexa core and Deca core.
> HiSilicon

HiSilicon is a Chinese company owned by the by Huawei. This company
creates chip based processors working on the basis of ARM architecture.
Processors are released by the HiSilicon such as K3V1, K3V2, K3V2E, Kirin
620, Kirin 650, Kirin 910 and Kirin 960.

» Samsung Exynos

Exynos is a brand of Samsung Electronics which makes processors based on
ARM architecture. Samsung Exynos designed the series of processors such
as Exynos 7 Dual, Exynos 7420, Exynos 7 Octa 7580, Exynos 7 Octa 7870.

1.4.2 GRAPHICS

The mobile GPU or graphics processing unit is used to accelerate the
graphics applications such as 3D games, user interface and 3D contents on your
mobile device. Photo realistic 3D games and live graphical user interface are
examples to design the mobile GPU. GPU (Graphics processing Unit) is the central
part of the hardware in the smartphones. GPU is handling the virtual elements of
smartphone display while CPU handling the all heavy computations as well as the
logical operations behind the screen. GPU and CPU are both the essential parts of

the smartphone which directly deal with the device performance.
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1.4.3 MEMORY AND STORAGES

Memory includes major components such as RAM and ROM.
» RAM (Random Access Memory)

RAM is the most important and critical part of the smartphone along
with the processor and graphics. Without RAM the computing performance of
smartphone become very poor. RAM is the working as the middle man
between the file systems which are stored on to the ROM. Large and critical
files are needed by the processor to store on to the RAM, waiting to the

access.

RAM are used in the smartphone is technically D-RAM (Dynamic
Random Access Memory). Contents of the D-RAM module is changed quickly
and easily to store the different files. RAM is different from the ROM, if power
is disconnected the data is lost from the RAM, it means RAM is the volatile
(Temporary) storage. Speed of the smartphone is depends on the Ram. The

clock speed is directly affects the input/output speed of the RAM.

Figure-21 of the iPhone 4S (Yellow Rectangle) [3]

Storage of smartphone is consisting by internal and external storage
components.
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» Internal storage

Like the RAM internal storage of the smartphone is the critical, without
any place to store the OS and critical file smartphone is nothing to do.
Depending on the operating system is loaded on to the device there are
multiple storage chips in to the devices. File system is stored on to the

chip is called as the ROM (Read only Memory).

Figure-22 Internal Storage of Motorola Droid Razer (Red Rectangle) [3]

» External storage

User removal storage is called as the External storage due to the fact it
can be removed by the user. Nowadays smartphone provides the facility

to provide the external storage slot which is support to the microSD card.

Out of the different mobile operating systems such as iOS, Android
and WP7, only Android mobile operating system supports to the
removable storage. iOS devices which are developed by the Apple does
not provide any facility to expand the external storage, instead they
provide the internal storage which is used for the storing different

applications, video and audio.

MicroSD card is available in three different sizes of the class. The

original SD specification allows the size of the card up to 2 GB. SDHC
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(SD high capacity) increased the size limit up to 32 GB. SDXC (SD
Extended Capacity) increased the size limit up to the 2 TB.

Access speed of the external device is depend on to the Class of the
MicroSD card such as class 4 written to at the minimum 4 MB/S, class 10

written to at the minimum 10 MB/S.

1.4.4 DISPLAYS

>

>

TFT-LCD

TFT-LCD is called as the Thin Film Transistor Liquid Crystal Display.
TFT-LCD display is used in the most budget smartphones. This display
provides the higher resolution as compared to the previous LCD display.
Disadvantage of TFT-LCD, This display provides the poor visibility in

sunlight and it gives poor battery life for the large size display devices.

Figure-23 TFT-LCD display of SONY [4]
IPS-LCD
IPS- LCD is called as the In-Placed Switching. IPS-LCD is superior as the
TFT-LCD display. This display provides the wide viewing angles as well

as the low power consumption. This display provides the better quality

images as well as improved battery life.
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Figure-24 IPS-LCD of Apple 4S [4]

> Resistive touchscreen LCD

Resistive touchscreen LCD is designed by the double layer of conductive
material with small space left in between two layers. When screen is
touched this two layers doing work together to complete the display
circuit. This action sends command to the mobile operating system to

perform the task.

Figure-25 Resistive touchscreen of Samsung [4]
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» Capacitive touchscreen LCD

Capacitive touchscreen LCD is consist by single layer made by the
transparent conductor (Indium Tin Oxide). When user touch to display the
electrostatic field sends command to the mobile operating system to
make the decision. Capacitive touchscreen display is more responsive

which are providing the better user experience.

Figure-26 capacitive touchscreen of Samsung [4]
» AMOLED
AMOLED is called as Active Matrix Organic Light Emitting Diode. This

display improved the quality and the performance of the device. This

display provides the high level brightness and sharpness.

Figure-27 AMOLED display of Samsung [4]

1.4.5 CONNECTIVITY AND SENSORS

Different sensors are available for the smartphones such as Accelerometer,

GPS, Gyroscope, Proximity, Magnetometer, Luxmeter and Microphone etc.
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> Accelerometer

Accelerometer is used to measure the proper acceleration. Unit of
accelerometer is m/s2 or g. latest smartphones accelerometer provides

the high precision values. Apple iPhone 4S provides the 0.018g precision.

Figure-28 Accelerometer of smartphone [5]

> GPS

GPS sensor used to find out the location of the smartphone on to the
google map. Connection with 3 satellites is required for fix latitude and
longitude. Connectivity with more satellites is increase the precision of the
position of the smartphone.
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Figure-29 Position of device on to the map [6]
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» Gyroscope

Gyroscope is used to find out the current orientation or changed
orientation of the smartphone. Orientation is calculated with the help of the

angular rate that is detected by the Gyroscope.

Figure-30 Gyroscope axis [7]
» Magnetometer

Magnetometer is used to find out the strength of the magnetic field.

Strength of the magnetic field is measured in the tesla [T].

1.4.6 BATTERIES

Most common types of the smartphone batteries are listed below.

¢ Nickel-cadmium (NiCd)
¢ NiMH (NiMH)
e Lithium-ion (Li-ion)
e Lithium Polymer (Li-pol)
Latest smartphones are used the Lithium-ion battery. Lithium-ion battery is
the packet of the extremely volatile chemicals and metals which are separated by
the non-conductive, super thin layers which are prevents electrodes from the

touching and triggering potential explosion reactions.

84



Figure-31 Lithium battery [8]

Lithium-ion is the common batteries for the portable devices with the high energy
density.

A battery capacity is indicate, how much electricity provided to the device up
to some time. For phones capacity is measured in mill ampere-hours (MAh). The
larger capacity of battery provides the more electricity to smartphone up to the more
time as compared to the smaller capacity battery. Proper charging of the mobile
phone battery is useful to save the life of it.

e After completion of charging plug out the smartphone from the electricity

network.
¢ Avoid the moisture on to the battery.
¢ Do not charge the battery if you bought from the freezing temperatures.
e Nickel-Cadmium and NiMH batteries must be charged only after full discharge

while Lithium ion battery can charge regardless of the battery level.

1.4.7 CAMERAS

Camera is the one of the most important feature of the smartphone. Peoples
want good camera quality of their phones to capture the quality images and videos.
The front camera of smartphone is become important because of the trend of the
selfies across the social network.
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Figure-32 Camera of smartphone [9]

Smartphone camera module is includes two main components such as the
sensor and the lens. This both components are packed together which are attached
to the smartphones main board by using the ribbon cable. The sensor which is the
part of the camera used to capture the images. Circuits of the camera include the
photodetectors used to capture the light, plus amplifiers and transistors. Smartphone
cameras are built over the CMOS (complementary metal-oxide-semiconductor)

technology which is a form of active pixel sensor.

Lens G5
Lens G4
Lens G2

@)’5\) >

Lens G1

Lens G6

Lens G3

Figure-33 Construction of camera [9]

The lens is made up by multiple plastic or the glass elements. With the glass
it provides the higher quality and sharpening. The lens elements work in conjunction
with the small whole, which is before the sensor that the focused light travels
through.
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1.5 LET US SUM UP

Mobile devices are become the important part of human life. Every person use

mobile device to make life easier. Mobile devices are used to voice call, text SMS,

internet browsing etc. power management and hardware component management is

difficult task in smartphones.

1.6 CHECK YOUR PROGRESS

. Explain working of RX and TX in mobile hardware architecture?

. What is mobile processor?

1

2

3. Explain the role of GPU in mobile devices?

4. Differentiate internal and external memory of smartphone?
5

. Give the full form of RAM with its working principle?

1.7 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

1. Refer 1.3

2. Refer 1.4.1
3. Refer 1.4.2
4. Refer 1.4.3
5. Refer 1.4.3

-—

.8 ASSIGNMENTS

. What is GPS? Explain use of it?

. Explain working of magnetometer?

. Differentiate GPU and CPU?

1

2

3. Why use Gyroscope in smartphone?

4

5. Explain the power management in mobile devices?

1.9 ACTIVITIES

1. Make a case study on different display used in smartphones.
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3. https://www.neowin.net/news/guide-to-smartphone-hardware-37-memory-and-
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4. https://www.slashdigit.com/10-types-of-smartphone-displays/

5. https://www.engadget.com/2012/05/22/the-engineer-guy-shows-how-a-
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2.1 LEARNING OBJECTIVE

To understand the functions of mobile operating system such as call management,

notification management, resource management etc.

2.2 INTRODUCTION

Mobile operating system is used to run the smartphones, tablets and

handheld devices. Mobile operating system combines the features of the computer
operating system with other features which are useful to mobile devices as well as
the hand held devices. Modern mobile operating system includes the Bluetooth, WI-
Fl, cellular, touchscreen, protected access, GPS (Global Positioning System) for
mobile navigation, camera to capture the high quality video and images, speech

recognition, voice recorder, music player and infrared blaster.

Mobile devices which having the ability to communication which are contain
operating system such as the real time operating system support to the serving the
real time applications that are process the data in real time mode. Real time
operating system working on the basis of the time bound which has the well-defined

fixed time constraints.

2.3 NEED OF MOBILE OPERATING SYSTEM

Mobile operating system is the system software which are control the mobile

devices as well as it provides the interaction between the user and the hardware of
the mobile. A good smartphones OS is boot quickly and provides the beautiful Ul to
the user for controlling the smartphone. Nowadays peoples are become very busy
because of fast life they want to manage the personal information such as notes,
calendar, to-do lists, alarms and reminders, this task are not possible without the
mobile operating system. Every user wants to surfing the internet on to the

smartphone which is not possible by the good mobile operating system.

2.4 HISTORY OF MOBILE OPERATING SYSTEM

e 1993

Mobile phone used embedded system to control the operations.
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e 1993-1999
1993- Apple launched the Newton operating system for its portable
computers.
1998- Symbian OS is developed by the Symbian Ltd. This OS is used by
different mobile phones.
1999- Nokia S40 platform is introduced officially.

e 2000s

2000- Symbian becomes a first OS which are running on to the smartphones.

2002- Blackberry launched its first smartphone.

2005- Nokia developed Maemo OS running on the first internet tablet.

2007- Apple launched iOS operating system for its iPod, mobile phone and
internet communicator.

2008- OHA released the Android 1.0 which is running on to the HTC dream
as the first android smartphone.

2009- Samsung developed the Bada OS.

e 2010s
2010- Windows Phone OS was released.
2011- MeeGo mobile operating system is introduced by the Nokia, Intel and
Linux foundation.
2012- Apple launched iOS 6.
2013- BlackBerry launched BlackBerry 10 mobile operating system.
2014- Microsoft released windows phone 8.1.
2015- Google released Android 5.1 “Lollipop”
2016- Microsoft released windows phone 10 OS anniversary updates.
2017- Google released Android 8.0 "Oreo".
2018- Apple announced iOS 12.

2.5 FUNCTIONALITIES OF MOBILE OPERATING SYSTEM

» Computing on Mobility

Mobile Computing is a technology in which transmission of data, voice and
video by using a computer and other device without having to be connected to a

fixed physical link. Mainly computing on mobility includes the mobile
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communication. Mobile communication includes protocols, services, bandwidth
and portals to support the stated services. Also data format is defined in that

stage to ensure that there is no collision with other existing system.

» Location ldentification
Location identification is the important task track the location of the mobile
phone, whether moving or stationary. Location identification is done by using
different mechanism such as location identification based on, radio frequency of
cell towers of the network or simply by the GPS (Global Positioning System). To
track the location of mobile based on to the multilateration of radio signals, it

must emit at least the roaming signal to contact the next nearby antenna tower.

Location identification of mobile phones is done by different ways which are listed
below.
e SIM-based
Location identification is also done by using the SIM (subscriber identity
module) in GSM and UMTS (Universal Mobile Telecommunications System),
possible to obtain the raw radio measurements from the handset. Information is
obtained from the SIM may be differed from that information which is obtained
by the handset.
e Handset-based
The location identification is done by using the handset with the help of
client software installed on to the handset. If the handset is equipped with the
GPS then it gives more accurate location.
e Wi-Fi-based
Latest smartphone provides the facility to track the mobile phones by using
the Wi-Fi. Many smartphones are combined with GPS and Wi-Fi positioning.
e Hybrid
Hybrid technique is the combination of network based and the handset

based technique for location identification.

» Call Management
Call management is the process and design of implementation of inbound call
parameters which routing through the network. This process is used by the call

centers and the corporations. Call management working according to the calling
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features such as the IVR menus, Call queues, Recorded announcements and
the hunt groups.
e Calling features
Call management features are varying from system to system.
Different call recording software’s are used to record the incoming and
outgoing calls with the time, date and duration. A Hub group is the directory
which includes the one or many destination numbers. Call queue is used to
keep the call on to the hold until the one destination number is available on to
the calling.
¢ Routing
Call routing is the internal mechanism which is included the path
selection for the inbound telephones calls. Individual agents used the
computer telephonic integration system to function within the network.
Automated process includes the translation which is automatic routing of the

inbound calls from on mobile number to other mobile number.

Notification Management
Notification management includes incoming messages, calendar events and
new incoming Gmail etc. notification working on the differently for different
applications but they are easy to manage. Also notification management varies
on different versions of the mobile operating systems.
e Status bar and notification drawer

When notification comes on to the smartphone it appears on to the

status bar of the smartphone.

B & 394 A 700

Figure-34 Notification icon
User can swipe down the status bar to open the new notifications and

user is capable to take the action as per the requirements.
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e Heads-up notification
In Android 5.0 the notification can appear on to the floating window

called a heads-up notification. It appeared only if the smartphone is unlocked.

B Messages -
Justin Rhyss

to g«

REPLY ARCHIVE

Figure-35 Heads-up notification [1]
e Lock screen
Notifications can appear on to the lock screen in Android 5.0. User can
set the notification privacy from the setting such as hiding the sensitive data
etc. User can use the system setting to choose the level of detail visible in

lock screen notification.

Fi Network

3:00

Monday, January 4

Figure-36 Notifications on lock screen [1]
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» Mobile Hardware Management
ARM processor used in the smartphone for efficient performance. It gives great
performance with the low cost power. Processors which are used in mobile are
quite different from those processors which are used in the laptop or in the
computers. ARM processor becomes the popular processor because of its
capabilities like, optimization of battery life with good performance. Modem

processor is separated by the ARM processor.
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Figure-37 ARM architecture [2]
Mobile hardware management is the critical task. Challenges of the mobile
hardware like consumer demands shifting away from the hardware
performance. Raw performance may be losing the priority for new development

of the smartphones.

» Mobile application management and synchronization management
Mobile application management gives the information about the software and
service responsible for controlling access to internally develop and also
commercial apps provided by the third party. The mobile application
management provides the granular controls at the application level to protect the
app data. Also some enterprise mobility management software’s including the

mobile application management functionality.
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Synchronization management is the technique in which data of smartphone is
synchronized with the applications of the computer. Mobile devices must have
some way of loading applications, updates, and changes to their operating
systems or settings. Even devices capable of wireless networking must have
some way of loading software, if only to load what is needed to create the
wireless connection in the first place. You can do this by synchronizing the
device's operating system and applications with either a desktop management

program or individual applications on a personal computer.

Battery power management

Battery life of smartphone is the main area of its performance because
without battery, smartphone is useless. Batteries in leading Android phone are
bigger in every time but it's not possible to save the battery life with the
applications support. Android operating system tries to develop the application
which is supports to save the battery life for long lasting performance by the
smartphones.

Also every smartphone provide the facility of battery saver mode to the user

which is helpful to save the battery of smartphone in the emergency mode.

¢  Battery saver

Always on —.

Turn on automatically
at 15% battery

To help improve battery life, Battery saver will
reduce your device's performance.

Battery saver will be disabled when your device is
plugged in.

Figure-38 Battery saver [3]
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2.6 CONSTRAINED OF MOBILE OPERATING SYSTEM

Design of the mobile operating system is differ from the design of the OS
which are running on to the computers. Mobile operating system have some
constrained which are listed below.

e Physical Constrained

Battery- powered device- Power management of smartphone

Display- Small screen varying resolution, shape and size.

Memory — Memory Management is challenging in different handsets.

e Uncertainty Constrained
Networks come and go- Discontinued internet connectivity.
OS need to provide robust methods for handling connections and coping with

service interruptions and ad hoc attempts to communicate.

2.7 LET US SUM UP

Mobile operating system plays important role to manage all hardware components of
the mobile devices. Also mobile operating system manages the phone calls, text
SMS etc.

2.8 CHECK YOUR PROGRESS

1. Explain history of mobile operating system?

2. Why mobile operating system is needed?

3. What is location identification?

4. Explain the call management in mobile operating system?

5. What is ARM processor?

2.9 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

1. Refer 2.4
2. Refer 2.3
3. Refer 2.5

4. Refer 2.5
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5. ARM processor used in the smartphone for efficient performance with low cost

power.

2.10 ASSIGNMENTS

1. What is the operating system?

2. Explain notification management?

3. Which are constrained of mobile operating system?
4. Explain role of battery saver?

5. Explain Synchronization management technique?

2.11 ACTIVITIES

1. Make a case study on processor of smartphones.

2.12 FURTHER READING AND REFERENCES

1. https://edu.gcfglobal.org/en/androidbasics/managing-notifications-on-android/1/
2. https:/lwww.networxsecurity.org/members-area/glossary/a/arm-architecture.htmil
3. https://www.androidcentral.com/android-I-preview-battery-and-power-
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3.1 LEARNING OBJECTIVE

To gain the knowledge regarding the different android mobile operating systems run

on different devices.

3.2 INTRODUCTION

Mobile operating system is used to run the smartphones, tablets and
handheld devices. Mobile operating system combines the features of the computer
operating system with other features which are useful to mobile devices as well as
the hand held devices. Modern mobile operating system includes the Bluetooth, WI-
Fl, cellular, touchscreen, protected access, GPS (Global Positioning System) for
mobile navigation, camera to capture the high quality video and images, speech
recognition, voice recorder, music player and infrared blaster.

Mobile devices which having the ability to communication which are contain
operating system such as the real time operating system support to the serving the
real time applications that are process the data in real time mode. Real time
operating system working on the basis of the time bound which has the well-defined

fixed time constraints.

3.3 TYPES OF MOBILE OPERATING SYSTEM

3.3.1 ANDROID
In 2005 Google bought the Android OS. After that Android mobile operating

system is developed by the Google. It is the modified version of the Linux kernel and
the open source software’s. Firstly Android mobile operating system is developed for
the touchscreen devices like smartphone and the tablets.

Figure-39 Current Android Logo [1]
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Further Google is developed the Android operating system, Android Auto for
car, Android TV for television and wear OS for the smartwatches. In September
2008 the first commercial android smartphone was launched and its name is HTC

dream developed by the HTC Company.

Figure-40 HTC Dream [2]

On March 2019 Google released the Android Q version which is supportable
to all pixel mobile phones. Android Q is the 17th version of the Android mobile
operating system which supports to build in screen recorder, better support to the
biometric authentications in the app and dynamic depth format for the photos.

Initially Android code is known as the Android Open Source Project licensed
under the Apache. Android is also related to the closed-source software which is
available only after the purchasing developed by the Google called the Google
mobile services. Google mobile services are not a part of the Android Open Source
Project. Android needs the Licensed from the Google to install the Google Mobile
Services on to the Android device. Google Mobile services are preinstalled on to the
Android devices such as Google chrome and the Google search. Android is the

bestselling operating system in the world.
»  Features

User interface is working on the basis of direct manipulation by using the touch
input like swapping, tapping and pinching along with the virtual keyboard. Also
physical keyboard and the game controls are support by using the Bluetooth
and the USB. Android smartphone is boot to the home screen; home screen is
working like as the computer desktop. Android device home screen is
consisting by the app icons and the widgets. App icons are used to launch the

specific app while widgets displaying the live and auto updating contents such
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as Gmail inbox and the weather forecasting. Google play provides the facility to

download the third party apps.

» Android versions
o  Android 1.5: Android Cupcake
o  Android 1.6: Android Donut
o  Android 2.0: Android Eclair
o Android 2.2: Android Froyo
o Android 2.3: Android Gingerbread
o Android 3.0: Android Honeycomb
o  Android 4.0: Android lce Cream Sandwich
o  Android 4.1 to 4.3.1: Android Jelly Bean
o Android 4.4 to 4.4.4: Android KitKat
o Android 5.0 to 5.1.1: Android Lollipop
o  Android 6.0 to 6.0.1: Android Marshmallow
o  Android 7.0 to 7.1: Android Nougat
o  Android 8.0 to Android 8.1: Android Oreo
o  Android 9.0: Android Pie

3.3.210S MOBILE OPERATING SYSTEM

iOS mobile operating system developed by the Apple mainly for its hardware.
iOS operating system is running on different devices such as iPhone, iPad and iPod
Touch. iOS is the second popular mobile operating system after the Android mobile
operating system. According to survey apple store contain 2.1 million iOS application
in 2018 from that 1 million apps for iPad and this apps are downloaded more than
130 billion times.

iOS mobile operating system supports to multi gesture control which provides
the better user interface, based on the direct manipulation. Interface controls the
contents which are consist by using switches, buttons and sliders. User can interact
with mobile operating system with the help of swapping, tapping and pinching.
Inbuilt accelerometer support to some applications for shaking control or rotation
control, gives good control experience to the user. In 2018 iOS released 12th
version which are available for all iOS devices running on the basis of 64-bit

processor.
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& OS

Figure-41 Logo of iOS [3]

Figure-42 iOS 12 Running on iPhoneX [4]
> Features

e Homescreen
Homescreen display the application icons and the dock at the bottom
where user can capable to ping its favorite applications. Homescreen is

appearing when user unlocks the device.
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System Fonts

iPhone 4 support to the Helvetica Neue. For iPhone 7 Apple move on
to the Helvetica Neue Light as the system font. iOS 7 introduced the ability to
scale the text. Apple changes the font in iOS 9 such as the San Francisco.
Folders

iOs 4 introduced the folder icons which are renamed automatically by
its category. A title for folder is automatically selected as well as user is
capable to rename the title of the folder. Folder on iPhone could include up to
12 apps while folder on to the iPad capable to include 20 apps on the folder.
Notification Center

Before iOS 5 notifications are delivered on to the modal window, in iOS
5 Apple introduced the notification center which allows viewing the notification
history. Also user can capable to open the app by tapping on to the
notification.
Accessibility

iOS offers deferent accessibility features to the users with the vision
and disabilities. Voiceover is the major features provide voice reading
information on to the screen includes buttons, links and icons. Apple
developed new pronunciation editor features for the iOS 10 which are

supportable to the voiceover feature.

3.3.3 BLACKBERRY

BlackBerry mobile operating system is a proprietary mobile operating system.

It means BlackBerry mobile operating system is not open source mobile operating

system like Android. BlackBerry mobile operating system is developed by Research

in Motion for its BlackBerry line of smartphones. The BlackBerry is the best platform

for native support for the corporate communication which allows wireless activation

and synchronization of email, tasks, calendar and contacts.

Current version of BlackBerry device software is V5.0, BlackBerry 6 mobile

operating system and the BlackBerry 7 mobile operating system. You can quickly

manage the communicator by using the BlackBerry hub with instant actions.
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¢ Email- Toggle the read status and files or delete a message with a single tap

e Transfer conversion- when composing an email, you can transfer the
conversion to the voice call.

e Calendar- accept or reject the invitation without opening the calendar.

e SMS- Use quick reply to respond the SMS

3.3.4 WINDOWS PHONE

Windows phone is a proprietary mobile operating system developed by the
Microsoft. Windows phone mobile operating system provides new design language
previously called Metro Ul. In 2011 Nokia announced to choose the windows phone
mobile operating system for all its future smartphones. Windows phone mobile
operating system provides good user interface because it use metro design
language. Also windows phone mobile operating system provides the on screen
virtual keyboard which has dedicated key to insert the emoticons. Windows phone
mobile operating system support to the internet explorer which provides better web

surfing experience to the user.

3.3.5 SYMBIAN OS

Symbian is a proprietary mobile operating system developed by the Symbian
Ltd which developed the software as well as the mobile operating systems. Firstly
Symbian operating system is developed for the PDA’s. Symbian operating system is
used in different branded phones such as Nokia, Samsung, Motorola and Sony
Ericsson. AVKON is the native graphics tool kit used by the Symbian operating
system. Symbian support to webkit based browser which is used in the Apple’s

safari browser. Symbian operating system is support for the 48 different languages.

3.3.6 BADA

Bada mobile operating system is developed by the Samsung electronics for
the smartphones and the tablets. To adaptation of Bada mobile operating system,
Samsung release the source code under the open source license. Bada mobile
operating system also support to the smart TV. Samsung electronics is the South

Korean multinational electronic company.
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In 2012 Bada is merge with the Tizen project but meanwhile they used own
Bada mobile operating system. All devices running on Bada branded under the
Wave name except Samsung devices running on Android mobile operating system.
Samsung announced at 2013 to stop the development of Bada mobile operating
system.
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Figure-43 Bada OS [16]

Bada is support to the real time operating system hybrid keranal(RTOS)) or
the linux kernel. According to copyright displayed on to the Samsung Wave S8500,
Bada used different codes from the FreeBSD, Net BSD and Open BSD. Bada
mobile operating system supports to the different Ul controls such as the Color
Picker, List box and Tab. Bada OS supports to the Webkit based browsers. Bada
OS also supports to the 3D graphics APl under the OpenGL interface. Bada
supports to the various sensors such as the motion sensing, accelerometer face
detection, magnetometer, GPS and multi-touch. Applications are developed by using
C++ with the Bada software development kit in the eclipse development
environment. IDE contains the Ul builder which provides support to developers to

make efficient Ul for their applications.

106



Figure-44 Image acquisition using Bada OS [16]

3.3.7 PALM

Palm operating system is also called as the Garnet OS, developed by the
Palm, Inc. which is the American company. Palm Inc. are specially manufacture the
PDA (personal digital assistants). Initially Palm OS only supports to the personal
digital assistance but later versions of the Palm OS are supports to the

smartphones.
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Figure-45 Palm OS 4.0 [17]

e Simple and single tasking interface support to launch the full screen applications
with the basic GUI sets.

e Support to the handwriting recognition.

e Supports to the 480x320 pixel resolution of the screen.

e Hotsync technology provides facility to data synchronization between device and
computer.

e Support to the record and sound playback mechanism.

e Supports to the expandable memory card which provides more storage to the
user.

e Support to the security mechanism, lock the device by password.

3.3.8 WEB OS
Web OS is also called as the LG web OS, is the Linux kernel based

multitasking operating system to develop for the smart devices such as smart TV.
After that web OS is extended which are supports to the smartphones. Initially web
OS is developed by the Palm Inc. which is the American Company, later web OS
sold out to the LG Electronics in 2014. web OS running on to devices such as the
pre, pixi and veer smartphone. This OS support to the LG smartphone as well as the
refrigerators and the smart projectors.
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Figure-47 LG OS on smart Watch [18]

LG web OS introduced some new features which are used by the Apple and
Microsoft such as the card interface.

LG web OS supports to the multitasking interface by using the line cards.

LG web OS supports to the gesture control with the help of magic remote. Also
open web OS support to gesture control by using its touch screen and physical
keyboard.

LG web OS developed its app store which provides the different applications to
the user.

LG web OS is partially open source, but Open Web OS is fully open source and
its blueprints and source code is freely available.

Multitasking interface
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° It supports to the gesture control with the help of multi-touch on to the screen.
The interface uses the card to manage the multitasking mechanism.

e  Synergy

o User can use the multiple Gmail accounts which are provided by different
service providers.

o Sync

o Data synchronization is done by using could base approach rather than using

the desktop client.

3.3.9 MEEGO

MeeGo is discontinued mobile operating system hosted by the linux
foundation, using source code such as Moblin and Maemo. Moblin source code is
developed by the Intel and the Maemo source code is developed by the Nokia.
Initially MeeGo is developed for the hardware like netbook, tablet computers, nettops

and mobile computing. Also MeeGo is used in the communication devices such as

the smart TV, Vehicle infotainment devices and embedded systems.
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Figure-48 MeeGo running on Netbook [19]
Linux foundation canceled the MeeGo OS in 2011 in the favor of the Tizen project.

MeeGo provides the support for the ARM and Intel x86 processors.
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e User Interface
MeeGo operating system supports to the various graphical user
interfaces called as UX (User Experiences).
Netbook user interface is developed by using the Moblin interface,
writing by using the clutter based MX tool kit. MeeGo OS support to running
the applications at the background such as Gmail, calendar, Messenger and

web browsers.

e Handset
Handset UX is developed with the help of Qt with the GTK+ and the Clutter.

Camera

Figure-49 MeeGo on smartphone [19]

3.4 LET US SUM UP

Android mobile operating system becomes popular as compared to other mobile
operating systems because android mobile operating system is open source and it
supports to different hardware parts.
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3.5 CHECK YOUR PROGRESS

e nh -

What is android? Explain different android versions?
Explain use of ios mobile operating system?

Explain blackberry mobile operating system?

Give the features of the MeeGo OS?

3.6 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

b~

Refere 3.3.1
Refere 3.3.2
Refere 3.3.3
Refer 3.3.9

3.7 ASSIGNMENTS

2 e o

Give brief history of Symbian OS?

Explain architecture of Bada OS?

What is Palm OS?

What is the use of Web OS?

Give the features of the MeeGo mobile operating system?

Differentiate between windows phone mobile operating system and android

mobile operating system?

3.8 ACTIVITIES

1.

Make case study on different Android version?

3.9 FURTHER READING AND REFERENCES

2 T o

https://en.wikipedia.org/wiki/File:Android_robot.svg
https://en.wikipedia.org/wiki/HTC Dream
https://1000logos.net/ios-logo/

https://en.wikipedia.org/wiki/IOS
https://www.cellunlocker.net/unlock-blackberry-10-os/instructions/

https://en.wikipedia.org/wiki/BlackBerry 10
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

https://en.wikipedia.org/wiki/BlackBerry Z10
https://en.wikipedia.org/wiki/BlackBerry Q10
https://en.wikipedia.org/wiki/Windows_Phone
https://en.wikipedia.org/wiki/Emoticon
https://en.wikipedia.org/wiki/Symbian
https://en.wikipedia.org/wiki/Microkernel
https://freebiesupply.com/logos/symbian-os-logo/
https://en.wikipedia.org/wiki/WebKit
https://en.wikipedia.org/wiki/Symbian
https://en.wikipedia.org/wiki/Bada
https://en.wikipedia.org/wiki/Palm_OS
https://en.wikipedia.org/wiki/WebOS
https://en.wikipedia.org/wiki/MeeGo
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4.1 LEARNING OBJECTIVE

To gain the knowledge regarding the architecture of mobile operating system as well

as the management of different hardware parts

4.2 INTRODUCTION

Now days, mobile phone used to voice call as well as different verity of
services such as video calls, 2D and 3D games, GPS service, file sharing, location
tracking etc. mobile operating system is play the important role to manage the
hardware parts of the mobile phones like different sensors. System kernel, file
server, memory management and device drivers are located at the base of the
mobile operating system. The kernel manages the system resources and
responsible for time slicing. Every operating system follows its own architecture. In
the next section we will see the architecture of the most popular mobile operating
system that is the Android mobile operating system running on different android

smartphones as well as on different smart handheld devices.

4.3 GENERALIZE ARCHITECTURE OF MOBILE
OPERATING SYSTEM

A mobile OS is a software platform on top of which other programs called
application programs can run on mobile devices such as PDA, cellular phones,
smartphone and etc.

e Low Level Hardware

Mobile architecture is working on the basis of the RISC architecture.

Processors are mainly two types such as ARM and MIPS. ARM is the 32-bit

RISC processor architecture. ARM processor provides the low power

consumption e.g.:- Qualcomm Snapdragon Marvell's XScale Texas

Instruments OMAP series. MIPS processor is used in mainly embedded

systems. e.g.:-TiVo, Playstation1 & 2.

e Mobile Memory
The better memory management is offered by mobile operating system. ROM
(Read only Memory) used for operating system and preinstalled programs.

RAM (Random Access Memory) is a short term digital storage.
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e Types of RAM
o DRAM (Dynamic RAM): cheapest, used in mobile devices

o EDO (Enhanced Data Output): more expensive but offers a speed

increase over DRAM
o SDRAM (Synchronous Dynamic RAM): a further 50% speed (iPAQ)
o DDR (Double Data Rate) SDRAM is twice as fast as SDRAM

o OUM (Ovonics Unified Memory): experimental

e Kernel

Kernel is responsible to manage the different services such as security

management, memory management and process management.

e Libraries & Application Framework

These Libraries are exposed to developers through the application

framework.

4.4 A COMPARISON BETWEEN MOBILE OPERATING

SYSTEMS
Feature Android iOS Windows 10 BlackBerry 10
Company Google Apple Inc. Microsoft BlackBerry Itd.
Current version | 9.0.0 12.1.3 10.0. 10.3
Current version | December January 22, 2019 February 12, | April 4, 2018
release dates 11, 2018 2019
License Free and | Proprietary except Proprietary, Proprietary
open-source | for open source Commercial
components software
OS family Linux Darwin Microsoft QNX
Windows
Supported CPU | ARM 64-bit ARMv8-A 32-bit ARMv7-A | ARM
architecture and 32-bit
ARMv8-A
Programed in C, C++, | C, C++, Objective-C, | .NET, C# C/ C++
Java, Kotlin | Swift

Table-6 Comparison between Mobile Operating System
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4.5 LET US SUM UP

Kernel is the low level system software which plays important role in the architecture

of mobile operating system such as to manage the all resources with the responsible

time slicing.

4.6 CHECK YOUR PROGRESS

1.

What is kernel?
Explain working of kernel?

What are resource managements?

What is the use of RAM?

4.7 CHECK YOUR PROGRESS: POSSIBLE ANSWERS

1. Kernel is low level system software which is responsible to manage the
different services such as security management, memory management and
process management.

2. Kernel is used to manage the all resources with the responsible time slicing.

3. Resource management is the proficient and effective development of an
organization's resources when they are needed.

4. Random access memory (RAM) is used to store running programs and data
for the programs.

4.8 ASSIGNMENTS

1. Explain the mobile memory?

2. Which are the different types of the RAM?

3. Differentiate between Android OS and iOS OS?

4. Why Android mobile operating systems become so popular?

5. What is the ROM?

6. Differentiate between RISC architecture and ARM architecture?
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4.9 ACTIVITIES

1. Make a case study on comparison between different types of mobile
operating system.

4.10 FURTHER READING AND REFERENCES

1. https://www.webopedia.com/DidYouKnow/Hardware_Software/mobile-
operating-systems-mobile-os-explained.html

2. https://en.wikipedia.org/wiki/Comparison of mobile operating systems
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Unit 1: Basics of Android
Operating System

Unit Structure

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

1.10

Learning Objectives

Introduction

History of Android OS

Versions of Android OS

The Architecture of Android OS
Application and Task Management in Android OS
Application Life Cycle

Let us sum up

Check Your Progress

Check Your Progress: Possible Answers
Further Reading

Assignments

Activities

Case Studies
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1.1 LEARNING OBJECTIVE

After studying this unit, a student should be able to Understand:

e The history of the Android OS and various versions.
e The fundamentals Android application terminologies.
e The Minimum Privilege model implemented in Android and its relation with the

programming aspects.

1.2 INTRODUCTION

Android is designed by Google for the touch screen devices. Android is the
world's most popular mobile operating system, used in the billions of devices ranging
from phones to watches, tablets, TVs, and more. The Open Handset Alliance (OHA)
has played an important role in the overall development of the Android OS. The
members of OHA are the mobile handset, chip, Network operators, Software
developers, Component manufacturers, and some other mobile carriers. The OS
contains a Linux-based Operating System (OS), middleware, and critical mobile
applications. There are drivers like display, camera, flash memory, keypad, other
sensors like accelerometer, gyroscope (and few other), Wi-Fi, GPS, Bluetooth, and
audio. As like other kernels, here this kernel also serves as an abstraction between
the hardware and the rest of the software on the phone. There are core services like

security, memory management, process management, and the network stack.

Depending on the capability of the mobile handset Android OS version can be
chosen. The Android OS provides the Application Programming Interfaces (APIs) in
terms of Java and Kotlin. To utilize these functionalities, the one should have some
knowledge of event handling (also called as the callbacks), and Extensible Mark-up
Language (XML). Nowadays, Android Studio is available for Android App
development. The Android Studio provides the fastest tools for building apps on
every type of Android device. Android studio supports the installation on Windows,
Linux, and Mac OS, in 32 bit and 64-bit versions. The https://developer.android.com
is the web URL for the recent development updates in the Android OS.

1.2.1 IMPORTANT FEATURES OF ANDROID OS
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Following are the essential key features that make the Android OS as more popular.

>

The user of the Android OS gets informed timely through the Notification
features. The user can take the appropriate action due to the notifications in the
android. Every notification opens a suitable app for further action. Furthermore,
the bundled notifications can be expanded.

During the Android OS updates, the user can snooze the notifications.

The multiple applications can be closed altogether.

Android OS allows the customization of the android phone such as transferring
the contacts, installing widgets, downloading the wallpapers, installing the
customized keyboard, setting the default apps, the lock screen can be
customized, and hiding apps.

Majority of the Android users do not use the root users; however, it gives more
flexibility to remove the apps. Through the process of rooting an Android OS, it is
possible to access all settings and sub-settings deeply. It is similar to the
administrative access to the Personal Computer. The rooting process allows
removing the unnecessary apps provided by phone's carrier or its manufacturer,
sponsored apps, unwanted apps called bootware. The rooted Android OS allows
to block the spam and improve the performance. The bootloader should be
unlocked to enable the rooting.

Android OS provides features like multi-user PC, where one can lock or hide
apps.

Android OS allows capturing gestures performed on a device's fingerprint sensor.
The fingerprint sensor is useful for authentication purpose.

Google assistant provides lots of help through the media control commands

given through the voice.

The Latest innovations on the hardware fronts, like Near Field Communication
(NFC), Telecommunications, and libraries of the other sensors are available.
Android is available with free ads using Google Admob to monetize the apps
developed for the android device and loaded with advertisements.

Due to the flexibility and features of Android OS, there are a variety of handsets

available with the different price ranges.
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1.3 HISTORY OF ANDROID OS

In case of the PC OS, where the significant responsibilities to handle the x86
architectures, memory management, process management, process scheduling,
peripheral management, multi-user management, and optimizations are the
significant tasks. Also, there are network communication tasks like in the Local Area
Network (LAN) and the Internet-connected environment. Usually, there are wired
and wireless network connection to the PC and set of communication protocols, that
the OS handles.

Similar to the PC OS, the mobile device OS handles the necessary access to
the applications and process, to manage the cellular, network connectivity, and
phone access. The mobile OS is tied to specific hardware. The mobile OS is
different from the normal PC’s OS where the mobile handsets have the ARM
architecture microprocessor, and handsets are smaller in size. The mobile works on
battery power; there is no separate keyboard or mouse. The user interface is a touch
screen and no expandable RAM. There is no Ethernet cable; hence, the mobile must
be able to communicate with other wireless protocols. Similar to the different
mobile OSs like iOS, Symbian, Blackberry, HP’s WebOS, Microsoft's Phone OS the

Android is another mobile OS with better functionalities.

The co-founder and former CEO of Android Inc. Mr. Andrew E Rubin has a
nickname as Android. His co-workers gave the nickname Android due to his love for
the robots. In 17th August 2005, Google acquired Android Incorporation. In 2007,

Google announced the development of the Android OS.

1.4 VERSIONS OF ANDROID OS

At the time of writing this course material, the Marshmallow was available in
most of the android devices. Table-1.1 shows the android versions, their code name
and API levels. The important features got added into the newer version of the
Android with Application Level Interfaces (APIs) levels. The developer has to take
important consideration about the target devices where the app is going to be
deployed. It will perform well with better functionalities, provided that the handset

hardware capabilities are available with the same potential.
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Codename Version API Level
Android Q 10 29

Pie 9.0 28
Oreo 8.0 & 8.1 26 & 27
Nougat 7.0&7.1 24 & 25
Marshmallow 6.0 23
Lollipop 5.0&5.1 21 & 22
KitKat 4.4 19

Jelly Bean 41t04.4 16 to 18
Ice Cream Sandwich | 4.0.3, 4.0.4 15
Honeycomb 3.0-3.26 11t0 13
Gingerbread 2.3.3t02.3.7 9-10
Froyo 22-2.2.3 8

Eclair 20-21 5-7
Donut 1.6 4
Cupcake 1.5 3

Petit Four 1.1 2

No Name 1.0 1

Table-7: The code name, Android version and API levels
The recent version of Android Pie having the following critical features:

» Multi-camera support and camera updates

» Indoor positioning with Wi-Fi Round-Trip-Time (RTT) which is based on IEEE
802.11mc Wi-Fi protocol

» Machine Learning & Neural Networks API Support

1.5 ARCHITECTURE OF THE ANDROID OS

As shown in Figure-50, the Android stack is consisting of Power Management
features, Linux kernel, hardware abstraction layer, open source libraries, android

runtime system, application framework, and at the top the Applications.

System Apps

Jawva APl Framework

Native C/C++ Libraries ] [ Android Runtime

Hardware Abstraction Layer

Linux Kernel

Power Management

L A S | W 5 R i, S ) N

Figure-50 Layers in the Android Stack (Architecture)
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1.5.1 POWER MANAGEMENT FEATURES

Figure-51 shows the power management strategies in the Android OS. One
of the ways for power management is done through the App restrictions such as
used with the help of the buckets.The app can be restricted in such a way that it
should not consume the resources such as memory, CPU or other air interfaces.
The app running in the background, accessing hardware or the processor highly

consumes the energy.

Power Management

App Restrictions 1 [App Standby J[ Doze ] [ Exemptions ]

Figure-51 Power Management Strategies

The apps sending it in the standby mode so that, the app should not access
the network activity and other jobs those not actively used by the user. The inactive
applications are detected based on the longer clock time of the idle time. The sync
activities are stopped for the app either for a day. The standby mode can be exited
once the device is plugged in for the charging. The adb tool can be useful for

application testing in case of the standby and active modes.

The Doze mode keeps the device CPU, and network activity completely
stopped. The Doze mode also keeps the pending sync and job works. It can

complete the work by entering into the maintenance window on the regular intervals.
1.5.2 LINUX KERNEL

Android was created on the open source kernel of Linux. It provides security,
memory management, process management, network stack, and driver model.
Linux kernel contains code for all the different chip architectures and hardware

drivers it supports.
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The Linux kernel having several drivers for display, camera, Bluetooth,
shared memory, binder like Inter-Process Communication (IPC), USB, keypad, Wi-

Fi, Audio, and power management purpose.

There are stable, and long term supported kernels for android. The latest
features included in the Linux kernels are energy-aware scheduling, networking,
SDCard, USB, System on Chip (SoC) for ARM64, and x86, etc. Figure-52 shows the
Linux kernel drivers for the various hardware like camera, audio, display, USB,

Shared memory, Wi-Fl, Keypad, and IPC.

4 g

Linux Kernel

[ Camera Driver ] [ Audio Driver ] [ Display Driver ] { UsSB ]

[SharedMemuw { Wi-Fi J [ Keypad ‘ [ IPC ‘

N 7

Figure-52 Linux Kernel and its sub-components

1.5.3 HARDWARE ABSTRACTION LAYER (HAL)

/ Hardware Abstraction Layer \

[ Audio ] [ Automotive ][ Bluetooth ] [ Camera ]

[ DRM ][ Graphics }[ Input ][ Media ]

ESIElenlnn

Y )

Figure-53: Hardware Abstraction Layer
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Figure-53 shows the HAL and its sub-components. A HAL defines a standard
interface for hardware vendors to implement, which enables Android to be agnostic
about lower-level driver implementations. Using a HAL allows you to implement
functionality without affecting or modifying the higher level system. You must
implement the corresponding HAL (and driver) for the specific hardware your
product provides.

The hardware abstraction layer is audio, Automotive, Camera, Bluetooth,
GPS, radio, Wi-Fi, Sensors, storage, TV, peripherals, media, and graphics. The

core libraries and Dalvik VM are part of Android run time.
1.5.4 NATIVE C/ C++ LIBRARIES

Native Development Kit (NDK) is a companion tool to write the critical
performance code and makes it possible to write apps using C/C++ code. It is
possible to mix existing C/C++ native libraries into an Android Java project. Without
changing the fundamental Android application model, the C or C++ code can build
activities, handle user input, use hardware sensors, access application resources,
etc. It can be packed into the APK bundle. The direct low-level operations such as
at hardware access, can be achieved through the native libraries, as well as the
cross-platform functionalities such as iOS and Android, can be achieved. To utilize
the native C++ libraries, the Run Time Type information (RTTI) is useful to find the
run time information about the class such as finding the variables, methods, and
other information about the state of the method and objects. This is similar to the
Reflection APls in Java.

Java Native Interface (JNI) allows accessing the native code from Java and
vice versa. The native code written in C/C++ can be directly converted into the code
understandable to the CPU. The functionality implementation is possible in the using
C and C++ because it has a mechanism like Java Virtual Machine (JVM). To
develop the Java project for the native support, it is required to click on the checkbox

of C++ support. Figure-54 shows the option for NDK support.
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® Create New Project X

Create Android Project

Application name

My Application

Company domain

manaj.example.com
Project location
ChUsers\ManojiAndroidStudioProje =

Package name

Edit

ample.manalumyapplic

Include C++ support

[ Include Kotlin support

Cancel

Figure-54: Starting a new NDK supported the project —including the C++

There are several applications to utilize the C/C++ native libraries such as to
achieve the low latency applications in case of the games and the physics
simulations etc. It is also an intention to reuse the existing libraries written in C/C++.

CMake and LLDB debugger are useful tools for such application development.

Table-8 shows a list of C/C++ libraries provided from the recent to the basic
version of the Android OS.

C/C++ Native Library

Description

Surface Texture &

Surface Manager

Surface connection with the OpenGL Responsible for
rendering windows and drawing surfaces of various apps on

the screen.

Shared Memory JNI

Upon creation of shared memory & a file descriptor used

in the inter-process communication.

Neural Networks

Hardware acceleration for on-device machine learning
operations. The API supports on-device model creation,

compilation, and execution.

Hardware Buffer

pipelines for cross-process buffer management.

AAudio,

Read and Write the audio stream with low latency.
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Native media The image read and write operations.

OpenGL Cross-Language, Cross-Platform Application
Programming Interface (API) For Rendering 2D And 3D

Vector Graphics.

Native Multi-network Multiple networks operations.

Choreographer Timing of Animations, Input, And Drawing in Native
Code.

camera Photo Capturing and other operations.

Vulkan API for high-performance 3D graphics rendering.

Tracing Write trace events to the system buffer.

OpenMAX AL Multimedia Handling Is based on Khronos Group.

OpenSL Native audio handling is based on the Khronos Group.

EGL Native Platform Graphics Interface

Bitmap Pixel Buffer

Dynamic Linker Access to Dynamic Linker

Zlib The zlib compression  library  provides  in-memory

compression and decompression functions, including

integrity checks of the uncompressed data.

Logging Log messages to Logcat from native code.
C/C++ library <Stdlib.h> and <stdio.h>

FreeType The library is used for rendering fonts.
WebKit

Library mainly provides Web Browsing engine and a lot

more related features.

SQLite Library Apps local database for lightweight operations.

Table-8: Summary of the Native Library in C/C++

1.5.5 ANDROID RUNTIME (ART)

ART translates the bytecode into the native instructions. ART is also called as
the Application Runtime Environment. Previously, there was a Dalvik virtual machine
which is not replaced by the ART. It uses the Ahead-of-Time (AOT) compilation
process which compiles the entire application into the machine code upon the

installation of the app. It reduces the Dalvik’s procedure of interpretation and trace-
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based Just-in-Time (JIT) Compilation, which enhances the overall execution
efficiency and saves the battery power. The Android 5.0 Lollipop onwards the
previous Dalvik is replaced by the ART. ART improves memory management and
protects battery power. During the installation of the software, it takes time as it
compiles the code from the APK bundle. However, it improves the overall

performance of the applications, at the runtime.

ART adds the sampling profiler to supports the number of debugging options
for monitoring the garbage collection process, threads, locks, stack traces,

breakpoints, and watchpoints. Some techniques of Dalvik do not work on ART.
1.5.6 JAVA APl FRAMEWORK

The application framework is consisting of a set of managers including
activity, location, package, notification, resource, Telephony, and window manager.
There are content providers and view system. Figure-55 shows the Java Application

Programming Interface Framework.

/' Java APl Framework \
Managers
Providers [ ACtivity ] [ mcatiuﬁ [ Package

[ View System ] [ Motification ] [ Resource ][ Telephony ][ Window ]

e S

Figure-55 Java APl Framework

1.5.6.1 VIEW SYSTEM

All the Android features can be utilized through the Java API
Framework. The views, i.e. graphical user interface components can be used
along with their events through the view system. The view also called as the

widgets. Figure-56 shows the hierarchy of the View Group and Views.
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ViewGroup

‘ViewGroup | | View ‘ ‘ View |

Figure-56 View Components and widgets Hierarchy

Here ViewGroup is the layouts such as Linear Layout, Constraint

Layout, Frame Layout, or Table Layout. Sometimes it is a combination of

more than one layouts. In the Android Studio, the design view shows the

layouts. Figure-57 shows the various layouts; Figure-58 shows the various

widgets.

| Palette Q - 1=
Common .L.
Text I:I Guideline (horizontal)
£ Guideline (vertical)
Buttons . .
|I[| LinearLayout (horizontal)
| Widgets

= LinearLayout (vertical)

[=] Framelayout

Containers f=: Tablelayout
=i TableRow

Il Space

Google

Legacy

Figure-57 View Group in Android Studio
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